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r AWT> FOR iNT T^PAmnN WITH A COMPUTER 
RELATED APPLICATIONS 

nus appUcation is a 1 19(e) of US provisional applications 60/1 15^31. filed January 8. 
1999. 60/122.687. filed March 3. 1999. 60/143W Sled July, 9. 1999. 60/145342. filed July 
23, 1999 and an application titled "Card for Interaction with a Computer", filed September 14. 
1999 in the USFTG. as yet without an assigned serial number and having attorney docket 
100/01300. This appUcation is also a continuation-in-part of PCT appUcations 
PCT/IL99/00470, filed August 27. 199^ PCT application PCT/IL99/00506. filed September 
16. 1999 and a PCT appUcation filed October 1. 1999. attorney docket 100/01190. all filed in 
the Israel receiving ofBce by appUcant Comsense Technologies Ltd. and designating the US. 
The disclosures of aU of these appUcations are incorporated herein by reference. 

FIELD OF INVENTION 
Tlie present invention relates generally to smart-cards for interaction with a computer 
and especially to cards that use acoustic signals for such communications. 

BACKGROUND OF THE INVENTION 
Computer network components that communicate using RF radiation, wires orlR 
radiation are weU known. Dedicated ultrasonic acoustic Unks are kuown for various types of 
eleclionic devices. Typically, high fiequencies are used, to increase bandwidth and reduce 
noise. 

However, such dedicated communication mechanisms require^ that the computer 
network components have installed thereon speciaUzed communication hardware. InstalUng 
such hardware on an existing computer may be expensive and/or problematic. Further, some 
electronic and/or computer embedded devices, for example cellular telephones may be 
"sealed" products, to which it is impossible to add internal components. 

PCT pubUcations WO96/10880, W094/17498. WO93/21720 and W093/11619. the 
disclosures of which are incorporated herein by reference describe an electronic device which 
transmits coded information to a microphone of a telephone using a DTMF-Uke encoding 
scheme. A WWW page addressed "http-7/www.encotone.comAitmlAech_def.htinl". avaUable 
February 1. 1999. but possibly pubUshed prior to that date, suggests using such a device to 
transmit audible DTMF-Uke tones to a personal computer using the computer's sound card. 

Two way communications using audftle DTMF-like tones, between a smart-card and a 
telephone communication system is described in US patent 5,583,933. the disclosure of which 

is incorporated herein by reference. 

SUMMARY OF THE INVENTION 
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these conmieicial melhods. Additionally, using a smart-card can provi 

etches. PDAs organizers, electronic toys, electronic games, 
include: computers, televisions, watches, PDAs, orgamz« and 
v^r^ wireless communication devices, answenng machmes and 

ranse of electronics-mcludmg devices, in some ui m 

3. an. fbr example, a dis^e drive or using leakage RF generated P^^^ J 

«^Ws thereof In some embodiments, the smartW communicates witn 
computer or peripherals thereoL m so ^„ ^ least one direction of 

computer periph.^ either directly or using a computer, for at least 
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communication. 
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nassed through the device to a remote second device. 

^ . using . c». m^uUea o. ..e con..U,. U 
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so^e computer confi^ons the instaUation is pennanen, for ^Tll 
IZ^L chip-set m a preferred embodintent of the ir.ve.tion. a smart-card transmits 
motherboard cmp s v t, «,d receives information form the computer usmg 

information to flie sound card's microphone and receives mlomian 

, A «.v«- Preferably the transmission uses non-audible acousuc 
tlie sound card's loudspeaker. PreiearaDiy, mo u „ . i j„„ 

kHz) and inftasonic (eg, 0.01 Hz « 20 Hz) f^m^ r-sea. "/^ 
^«..na-,dep.d„n.e^^-^«^ 

era in thoae individuals «iat can detect then. In genral, the SMtmty s" 
:X«.as.«n«.ionotag.«iae«pc..«-«"-y'-<>f--"*J^:^^^ 

ta^ci.arcfaa.oth=r.nge20Jfc .71^^ ^ ^ 

An asoect of some preferred embodiments oi me invca 
^ jTaconstic ^-c^ <^ ^ ^ '^'^ '^'^ 

^ Mtlofa».,»e6nedco*odin»,.ottheinv=n.ion,e.a«atoth^ 

TL^ ^ so,™, ia do^lo^led ^ a dlapla^ WWW page. 0^.^ 

a„«^ on local co.^ wid. ^ Tit™ 

„ dno»^d,ei.^Som.heca*posa.T>.,aaao-ffleatoa.cmotcco..p»t...whc..,™^ 

''°'°laapcc.ofaon.ep.^=n*odin«ntso,«,cinv«^»rel--P"^^ 

a naer on the can. atan. or ^ti^taBy. *i. - 

, JL^tcopc«.eaaanint«*cewl,hanelec»nicdevic.wl.c.canno.gene«.capc^ 
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Alternatively or additionaUy. tbis capability is used for displaying information to a user, such 

as reminders. 

An aspect of some preferred embodiments of the invention relates to providing a smart- 
card having a biometric capability. This capabiUty may include acquisition and/or processing 

5 of biometric data, such as speech, handwriting and gestures. In an exemplary embodiment, 
motion of the card relative to a computer can be detected. Alternatively or additionally, wnting 
on the card can be recognized. Altematively or additionally, the card includes a speech input. 
Preferably the card inchides biometric information to match against the biometric acquired 
data, however, the matching may be performed on or off of the card. 

,0 An aspect of some preferred embodiments of the invention relates to a smart-card and 

card-holder combination in which some of the processing acquisition and/or power circuitry 
used by the card are mounted on the holder rather than on the card. Altematively, ihc 
transmission range and/or other capabiUties of the card are extended when the card is in the 
holder. Possibly, the holder includes a circuit for charging the smart-card or a wide angle 

15 antenna. 

An aspect of some preferred embodiments of the invention relates to providing 
additional, non^smart-card functionally with a smart-card. In one example the additional 
functionaUty comprises a pager functionaUty. Altematively or additionally, the fimctionahty 
comprises a short-range telephone head set ftnctionaUty. Altematively or additionally, the 
functionality comprises a help-ffle presentation functionality. Altematively or additionally, an 
acoustic smart-card fenctions as a security badge, for example for logging on. 

An aspect of some preferred embodunents of the invention relates to a smart-card for 
authenticating presented infomiation. In a preferred embodiment of the invention, the card 
reads a digital signature part of information presented by a different media and verifies the 
presented infomration. Altematively or additionally, the card displays or vocalizes inq>ortant 
elements of the displayed infomiation or a deal in progress, for example, the amounts, the 
description of the goods and/or the vendor, e.g., for ease of verification or confirmation. 

An aspect of some preferred embodiments of the invention relate to a color coded 
smart-card (or other types of identification card or electronic device in danger of theft). In a 
preferred embodiment of the invention, the color and/or pattern on the card changes by itself 
after a time and/or if a certain signal is not received on time. Altematively or additionaUy. 
when such a device is listed as stolen, the next time it U used, the color is changed, possibly at 
a delay, so that the thief can be apprehended with a device which is marked as stolen. 

An aspect of some preferred embodiments of the invention relates to inactivating a 
stolen electronic device. In a preferred embodiment of the invention, the electronic device 
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thi. device's built-in speaker and/or nucropnone. ii 
intenogates an acoustic transponder using the device s built in sp 

the transponder does not respond (e.g.. the device was stolen and separated ftom the 
IHer) or re^ a bad response (such as having expired), the device do. n. 

possible, ^e device transmits a message to an enforcement authority or to the own^ for 
example by computer networr(e.g., for a laptop computer) or by ^—'^ 
(e g for a cellular telephone). A particular ^e of stolen property is copyrighted softwa«, 
\L can be programmed to have the computer on which it — — 
interrogate a nearby transponder. e.g.. one attached to a case of the software and/or the 
computer. Anillegal copy of^e software wiUhaveno available transpond. to 

iuterrogation. thereby identi^g itself as stolen. Optionally, the program then commi^^^ 
^th the copyright owner. A similar scheme can be used to protect multmied^a, such as MPS 
.usic^d video, wMchacertain device will notplayunlessacard is pi^entms card ma^ 

also be used for billing purposes. 

M aspcc of so-BC cmbodimc^s of P«en. m.™tion rcWes «, . metod of 

^ of «o«»io or passworf b^ed a con^ ^ ITZ^ZZ 

profc*., ^^^.^^^--^^ ° «^ZI 
,^„deacd««U»c^.Inap.f-.ede.*oata=n.of«.iBve„tio..ad^^^^ 

aaai«oo3ay,.copyof^co«^i3s«^-'^-^«-'--*-''=^^j^^ 
ca^ Ly of t«e con^ „.y con»™l fl» c»d ,o deacti,a«, if oa»i u no. m 

ta^-inWa-ed co™«nicadon w«h it available may b« c-««^ <>)- 

. .e«.o*=ndsh...da*a=.ofoa„.s,obodeacdva.^Al»«a.»elyoradd,«o»a>ly^ 

«^„^ and/« ate a cemin of ™»e, pa^ teougb i.. to a s«>lo. canl ™ll 

deacSvale after a while unless to user "rechatges" it 

An aspect of some en*odimea.s of d« invention n^ales «, antor^on ^ 

3. .«h«»ica«o. over sn hteme. o, o*er of oonnn»ca«on netwoA. using souni 
P.ferab.y.touonnalconm.unieaa^.pafl^ayisno.ctang.a.-'P''"'^'""-^^^^ 
patt^vay ..ay require possibly >^ or software ibr n^nipulatag sound o- 
LJ^ a snrar,^ ™snu.s an eneoded aeoustic signal U> . compu^r. Tba. srgnal .s 
^« ^ to ln«ne. (bote d»odtog) » a remote server con^«e,. » serve as 
„ rtbo,iz.ti».fordebitnganaecountInano.h«exa„plc,in»Wehir*rn^on,sira^ 
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in the opposite direction, a coded signal may be provided fiom a toy program depository to be 
downloaded using acoustic waves toatoy that is near the conq,uter.Suchacodedsi^^^ 

ako be used to download information to a smart^ard. Preferably the sound files are sxgned 

and/or encrypted, to prevent misuse. 

Ai, aspect of s»me pr=fen«l embodimcB of toendon relates u> tn«inuss.on of 

po^ ,0 a sman-cart. to a prcfened embo<to=« of tte mveotio^ to power is ™tted 
acomdcally, Al«mttve>y « adatio.^ly, to power is temsnided using Ugh. preferabfe- bgM 
wiU> infonr^on. Pref^Iy. to r=o=ived power is s«ed, u, be used fcr ™.on 
and/or processbg. In a pretod embodimem of to invenSon. to power is s«,red short 
periods of time, for exan^le several seeo^is. Ahematively, a, leas, some of to power .s 
stored for longer periods of time, for example minxes or bours. In a prefened embodrntent of 
to inve^ion when to power is transmitted using an aconsdo wave, preferably an ultrasomc 
wave is med. po=«ibly to same wave as U us«i for communication. Generally however, to 
^ wave is transmitted for a considerably longer duration than an intomtsdon bearmg 

wave Additionally or alternatively, power is transmitted using optical ««W «tach ,s 
^edbyphotoel.etriccdlsontosmariK«i.taon.example,asma,.-cardisplacednear« 

di»lay to receive energy fiom to display. Possibly, to energy is modnhOed, spanaUy or 
^^orally. to transmit information to to smarts m addition to transmiding powa. 

AHemadvely or additionally, to c«d may reerive (and «ore) power radiated by to screen 

0 control circuitry as electromagnetic agnals. 

An aspect of some prefimed embodim««s of to invention relates to smart-card 
e^strucdon. In a preftned embodim«.t of to invonion, to entire card is fbnned of a 
piezoelectric manorial and to fretp^es transmitted ^or received by to smart-catd are a 
taction of to aeousdc characterisdc. of to card. Addirionally or alt«a«vely, only a porhon 

B of to card is electrified for transmission and/or recq,tion, for example, only a pothon 
.ntelyi^ a magnetic strip or a pasted image, is deCrificd. AdditiomOly or altemadvdy, only 
a portion of to catd possess a retpnred piezoelectric effect, for example as a r«mlt of sel<«.v. 
polarization during mamtfichne. In embodiments Where different transducers are u^ 

ttansmisaion and reception, diffirent areas may be electrifled for each nse. 

Then: is tos prodded m accordance with a preferred embodiment of to invenhon. a 

smart card comprising: 

a memory for storing information; 

at least one transmitting or receivmg antenna; and 

a low frequency circuit, for handling information associated with said antenna and saad 
35 memory, which infom^ation is modulated at a modulation frequency of betweer. 5 kHz and 

6 



PCT/IL99/00525 

WO 00/21020 

''"'"'L^nily. said at I=« one <m««. con,^ 

Menu-ti^ly or addiSonally. «id Ic^ ce aMemu co-priaes .n Mvidul ^ 
^ AltemaSvdy. at te» one an,=™ co^ . oombmcd anten.. for both 

reception and transmission. 

M a preferred embodiment of the invention, said at least one antenna comprises an 
array antenna. Alternatively or additionally, said at least one antenna comprises an acousUc 
a„tenna.AlternativelyoradditionaUy.saidatleastoneantennaconqmsesanR^ 

M a preferred embodiment of the invention, said card comprises a processor for 
processing saidinfbrmation.Prefcrably.saidproces«,rgeneratesa^^^^ 
of said ^ card. Alternatively or additionally, said memory comprises a long-term memory. 
Alternatively or additionany.saidmemorycomprisesatemporarymemo^ 

M apreferred embodiment of the invention, said modulation frequency is less than 80 
fflz. Alternatively, said modulation frequency is less than 60 IcHz. Alternatively, saad 
n^odulation frequency is less than 50 kHz. Alternatively, said modulation frequency rs less 
than 40 kHz. Alt^tively.said modulation frequency is less than 30 
modulation frequency is less than 25 kHz. Alternatively, said modulation frequency rs less 

than 21 kHz. , invti^ 

to a preferred embodiment of the invention, said modulation frequency IS over 10 kHz. 

, Alternatively, said modulation frequency is over 14 kH. Alternatively, said m^^^^^ 
frequency is overie kHz. Alternatively, said modulation frequency is over 17 kHz. 

in a preferred embodiment of the invention, said at least one antemia composes a 
piezoelectric antemia. 

b a prrfoned »bodtaen. of the inve«ion. .he card conv-ses a h.gh-Se,>«n.cy 

„ cbcmtfor.nod^h^infonaa.i"""'^*^^'^^ 

Hgh.fte^cinnn,famod«l«i«gintaa.io«.tbigte Prefenbbr.satdb.^ 

.K-talated bfb^atioo » .nn^itted ™,e » M A*"-'* " 

«ldWomUy,»dMghfte<j«cy .nodulated MmKOion 

to . pefared anbodhn«t of to tavotion, said anait caM in^lemans a two-way 
30 connnnmcatio. protocol Al.en««i«ly or additio^Uly, aaid protocol comprUca an enor 

correction protocol. ^ ^ ^ 

TT^ is also provided in accordance with a preferred embodiment of the mventron. a 

mefliod of interfiicing a smart-cani and an electronic device, comprising: 

providing a smart card; 
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providing an electronic device including at least one standard component, which 
component is not designed for distal conununication; and 

drivmg said standard component to transmit or receive a digitally encoded signal 
between said electronic device and said smart card. Preferably, said standard component 
comprises a speaker. Alternatively or additionaUy, said signal comprises a low frequency RF 
signal. Alternatively or additionally, said signal comprises a low frecpiency ultrasonic signal. 

In a preferred embodiment of the invention, said electronic device comprises a 
computer. Alternatively or additionaUy, said computer forwards said signal to a computer 
peripheral coupled to said computer. 

In a preferred embodiment of the invention, said smart card and said computta: have a 
two-way digital link. Alternatively, said smart card and said computer have a one-way link. 

There is also provided in accordance with a preferred embodiment of the invention, a 
smart-card interfedng system, comprising: 

a personal computer, comprising a memory and a sound system; 

an acoustic smart card; and 

an interaction software in said memory which drives said personal computer to 
commmiicate with said smart card at a frequency Mgher than 10 kHz. Preferably, said 
communication is one-way. Alternatively, said communication is two-way. 

In a prefened embodiment of the invention, the system comprises a connection to the 
Internet Preferably, said computer comprises a networic software for downloading said 
interaction software from said Intranet 

In a preferred embodiment of the invention, said interaction software retrieves 
information from said smart card and inserts said information in at least one field of a WWW 
fimn displayed on said computer. Alternatively or additionally, said interaction software 
retrieves infonnation form said smart card and controls a browser on said computer to show a 
particular WWW page responsive to said informatioiL 

There is also provided in accordance with a prefrared embodiment of the invention, a 
smart card conqmsing: 
a memory, 

a text-to speech converter, for converting text from said memory into speech sounds; 

and 

an external communication link for communicating information to or from said 
memory. Preferably, the smart card meets EMV form standards. Alternatively or additionaUy. 
said communication link comprises an acoustic communication link and wherein said speech 
sounds are outputted using said acoustic link. Alternatively or additionaUy, the smart card 

8 
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comprises ciicuitry for receiving indications over said link and converting said indications into 
text Alternatively or additionally, the smart card comprises a speech recognition circuit, for 
entering information into said smart card. 

There is also provided in accordance with a preferred embodiment of the invention, a 

5 smart card comprising: 
a memory; 

a speech input circuit, for entering information into said memory; and 
an external communication link for communicating information to or from said 
memory. Preferably, said communication Imk comprises an acoustic communication 1^ 

10 wherein said speech sounds are inputted using said acoustic link. 

There is also provided in accordance with a preferred embodiment of the invention, a 

smart card comprising: 
a memory; 

an external communication link for commnnicating information to or fiom said 
15 memory; and 

a biometric data acquisition circuit, for acquiring biometric data, wherein said circuit 
shares an input transducer with said communication link. Preferably, said communication link 
comprises an acoustic communication link. Alternatively or additionally, said biometric data 
acquisition circuit comprises a voice input circuit Alternatively or additionally, said biometric 

20 data acquisition circuit comprises a motion detemiination circuit. Preferably, said biometac 
data comprises motion of the smart-card in the fomi of a gesture. Alternatively or additionally, 
said biometric data comprises motion of the smart card in the form of handwriting. 

In a preferred embodiment of the inversion, the smart card comprises a processor for 
evaluating said biometric data against a sample of biometric data. Preferably, said biometric 

25 data is stored in said memory. Alternatively or additionally, said acquired biometric data is 

Stored in said memory. 

TTiere is also provided in accordance with a preferred embodiment of the invention, a 

method of biometric authaitication, comprising: 
moving a smart card by a person; 
30 detecting said motion using at least a circuit on said card; and 

analyzing said motion to obtain a biometric signature of said person. Preferably, 

detecting said motion comprises: 

detecting said motion using an inertial motion detector in said card. Alternatively or 

additionally, detecting said motion comprises: 
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detecting said motion using an acoustic distance measurement, which measurement 
uses an acoustic transponder of said card. 

In a prefened embodiment of the invention, said motion comprises a writing motion. 
Ttere is also provided in accordance with a prefcn:ed embodiment of the invention, a 

5 smart card comprising: 

an array of pressure detectors for determining spatial positions of pressure changes on 

said array; 

a memory ; and 

an external communication link for transmitting information from said card responsive 
to to information in sdd memory and said detected pressure changes. Preferably^ 

detector comprises a SAW detector. Alternatively, said array detector comprises an array of 
individually electrified pie2»electric elements. 

There is also provided in accordance with a preferred embodiment of the invention, a 

method of powering a smart card, comprising: 
15 transmittmg ultrasonic waves to a smart card; 

receiving said waves by the smart card; 
converting said waves by said smart card into energy; and 

utilizing said energy by said smart card, for powering processing of data. Preferably, 
said waves encode said data. Alternatively or additionally, transmitting con5,rises transmittmg 

20 from a computer speaker. 

Ttere is also provided in accordance with a preferred embodiment of tiie inven^^^ 

metiiod of powraing a smart card, comprising: 

transmitting ligjit waves to a smart card; 

recdvmg said waves by the smart card; 
25 converting said waves by said smart card into energy; and 

utilizing said energy by said smart card, for powering the processing of data, 

wherein said waves encode said data. Preferably, the method comprises transmitting a 
result of said processing from said card using an ultrasonic link on said smart card. 
Alternatively or additionally, the method comprises transmitting a result of said processmg 
30 from said card using an m. link on said smart card. 

In a preferred embodiment of the invention, said transmitting is timed to synchromze 
with said processing. Alternatively or additionally, said transmitting is not synchronized with 
said processing. 

•mere is also provided in accordance wiA a preferred embodiment of the invention, a 
35 method ofmteraction between a card and a computer, comprising: 
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inserting said card into a drive for removable media other than said card of said 
computer; and 

transmitting information between said card and said drive. Preferably, said drive 
comprises a diskette drive. Alternatively or additionally, said drive comprises an optical disk 
drive. 

In a preferred embodiment of the invention, fte method comprises transmitting power 
from said conq)uter to said smart card using a said drive. 

There is also provided in accordance with a preferred embodiment of the invention, a 
method of charging a smart card, conq)rising: 

receiving by said smart card of ambient RF radiation; 

converting said received radiation into stored enargy, and 

storing said energy by said smart card for later powering the operation of said smart 
card. Preferably, said ambient radiation comprises normally emitted radiation from a cellular 
telqphone. 

Hiere is also provided in accordance with a preferred embodiment of the invention, a 

smart card comprising: 

an inertial powCT source; 
a memory; and 

an external communication link powered by said mertial source to transmit or receive 
infomiation for said memory. Preferably, the internal power source comprises a storage battery 
which is recharged by said inertial power source. 

There is also provided in accordance with a preferred embodiment of the invention, a 

smart card comprising: 

a mechanical force transducer powor source; 
a memory; and 

an external communication link powered by said power source to transmit or receive 
information for said memory. Preferably, the internal power source conqmses a storage battery 
which is recharged by said power source. Alternatively or additionally, said mechanical force 
transducer converts flexing of said card into electrical energy. Alternatively or additionally, 
said mechanical force transducer converts friction against said card into electrical energy. 

There is also provided in accordance with a preferred embodiment of the invention, an 
optical smart card having a form of a rectangular credit card and comprising: 

an optical data iapvt circuit; 

a wireless output link; and 
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a memoiy for storing information from said input and outputting via said ou^ut link. 
Preferably, said optical input is a scalar input. Alternatively, said optical input is a one- 
dimensional mpuL Alternatively, said optical iiq)ut is a two-dimmsional mpxxt 

In a preferred embodiment of the invention, the card comprises an optical power iiq>ut 
5 circuit, which converts ambient light into stored energy. Preferably, said optical power ii^ut 
and said optical data input share a common optical sensor. 

In a preferred embodiment of the invention, said output Unk comprises an acoustic 
link. Alternatively or additionally, said ou^ut link comprises an IR link. Alternatively or 
additionally, said output link comprises an RF link. 
10 There is also provided in accordance with a preferred embodiment of the invention, a 

two part smart card, comprising: 

a first separable part including at least a memory portion of the smart card; and 
a second separable part conq)rising at least a holding element for holding said first part 
and an electronic circuit associated with an operation of said first part. Preferably, said 
15 electronic circuit conqirises a power source. Preferably, said powo: source comprises a 
receiver for transmitted power. Alternatively or additionally, said power source comprises a 
battery. 

In a preferred embodimrait of the mvention, said electronic circuit comprises an 
an5)lifia:. Alternatively or additionaUy, said electronic circuit comprises an antemia. 
20 In a preferred embodiment of ttie mvention, said first part is an independently operable 

smart card. Alternatively, said first part requires said electrical circuit to operate. 

There is also provided in accordance with a preferred embodiment of the invention, a 

smart card comprising: 

a medium range communication Imk having a range of over 0.5 meters and suitable for 

25 communication with a conq)uter, 
a speaker, and 

circuitry for presenting information fix>m said Imk over said speaker as speech. 
Preferably, the smart card conq)rises pager circuitry. Alternatively or additionaUy, the smart 
card comprises telephone handset circuitry. Alternatively or additionally, the smart card 
30 conq)rises acoustic help-file viewmg circuitry. 

In a preferred embodimrat of the invention, said link comprises an acoustic link. 
Preferably, said speaker forms a part of said acoustic Unk. Alternatively or additionally, said 
acoustic link is operative to use office equipment as a base station &om receiving said 
information. Preferably, said office equipment comprises computes with sound systems 
35 designed for music. Alternatively or additionally, said office equipment comprises telephone 
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and wherein said card commimicates using a speaker of said telephones. 

Tljere is also provided in accordance with a preferred embodiment of the invention, a 
device for extracting digitally signed information, comprising: 

an input for receiving digitally signed information presented visually or acousticaUy by 
a computCT sq)arate fiom said device; 

a processor that is part of said device for verifying said information using said 

signature; and . 

■ a display on the device for presenting an indication responsive to said verification. 
Preferably, said input comprises at least one photocell ad^ted for reading off the computer's 
screen. Alternatively or additionally, said input comprises an electromagnetic coupler for 
reading signals passing on a display cable of die computer. Alternatively or additionally, said 
input comprises a pass-through plug for reading signals passing on a display cable of the 
computer. Alternatively or additionally, said input comprises at least one microphone adapted 
for receiving an acoustic signal from a computer. Alternatively or additionally, said device 
display comprises an acoustic display. Alternatively or additionally, said device display 
comprises a visual display. Alternatively or additionally, said displayed indication comprises a 
verification of the authenticity of the information. Alternatively or additionally, said displayed 
indication comprises at least portion of said information. 

In a preferred embodiment of the invention, said device has a rectangular fonn of a 

credit card. 

There is also provided in accordance with a preferred embodiment of the mvention. a 

smart card comprising: 

a communication link with a computer; 

an authentication circuit for authraiticating a transaction; and 

a display that displays pertment information regarding the transaction, retrieved via 
said link from said computer, prior to auflientication of said transaction by the smart card. 
Preferably, said display comprises a visual display. Alternatively or additionally, said display 
comprises an acoustic display. Alternatively or additionally, said pertinent information 
comprises an identification of a vendor with whom the transaction is being made. 
Alternatively or additionaUy. said pertinent information comprises an identification of goods 
being the subject of the transaction. Alternatively or additionally, the smart card comprises a 
memory for storing a record of acceptance of said transaction by a user of said smart card. 

TTiere is also provided in accordance with a preferred embodiment of the invention, a 
pattern changing smart card, comprising: 
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amemoiy; 

a communication link for transmitting or receiving information from said memory; and 
a controllable pattern display having at least two states, a first state indicating thai the 
smart card is valid and a second state indicating the smart card is invaHd, wherein at least said 
second state does not draw current Preferably, said pattern display changes to said second 
state over time unless otherwise activated. Alternatively or additionally, the card comprises 
circuitry for switching states of said pattem display to said second state. Alternatively or 
additionally, said circuitry comprises a delay circuit for delaying said changing for a period of 
time. Alternatively or additionally, the smart card comprises circuitry for receiving a command 
over said link to switch states. Preferably, said command is verified using a digital signing or 
encryption. 

In a preferred embodiment of the invention, said invalid-indicating pattem in said 
second state is porceptible by a human viewer. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Hie invention will be more clearly understood with reference to the following detailed 
descriptions of non-limiting preferred embodiments of the invention in which: 

Fig. 1 is a schematic iUustration of a smart-card and a computer which are operative to 
communicate using sound waves, in accordance with a preferred embodiment of the invention; 

Fig. 2 is a schematic illustration of a smart-card communicating with an electronic 
device, in accordance with a preferred embodiment of the invention; 

Fig. 3A is a sdiemaiic illustration of a smart-card communicating with a computer, in 
accordance witii a preferred embodiment of the invention; 

Fig. 3B is a schematic iUustration of a smart-card, showing power distribution, in 
accordance with a preferred embodunent of the invention; 

Figs. 3C-3E are schematic illustrations of smart-card construction in accordance with 
preferred embodiments of the invention; 

Fig. 3F is a schematic illustration of a smart-card holder in accordance with a preferred 

embodiment of the invention; 

Fig. 4A is a schematic illustration of an Internet transmission pathway for sounds, in 
accordance with a preferred ranbodiment of the invention; 

Fig. 4B is a schematic illustration of usage of a smart-card in a restaurant setting, in 
accordance with a preferred ranbodiment of the invention; 

Fig. 5 is a schematic illustration of a method of tapping into a computer, without 
requiring compUcated installation of hardware, in accordance with a preferred embodiment of 
the invention; and 
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Fig. 6 is a schematic iUustration of an unobtrusive computer checkup in accordance 
with a preferred embodiment of the invaition. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

ACOUSTIC-BASED SMART-CARD 

Fig. 1 is a schematic iUustration of a computer 20 and a smart-card 30, which are 
operative to communicate using sound waves, in accordance with a preferred embodiment of 
the invention. Most computers currently on sale include a sound system 24. usually a sound 
card, comiected to at least one microphone 26 and at least one speaker 28 . A smart-card m 
accordance with a preferred embodhnent of the invention includes acoustic transduction 
elements, soch as a microphone 34 and a speaker 36. which serve as acoustic antemiae. In a 
preferred embodiment of the invention, computer 20 and electronic device 30 commumcate 
using these standard computer components of computer 20. which are usually not designed for 
computer communication but for human communication. In some cases, the smart-card (or the 
computer) may include a jack (or other comiector) to which one or more speakers and one or 
more microphones may be comiected. Preferably, such comiected acoustic elements are 
positioned on a difficult to obstruct portion of the computer 20 and/or smart card 30. 
preferably at positions where they have a wide field of view. 

Many computers are sold with a Sound-Blaster compatible sound subsystem, stereo 
speakers and a microphone. Some computers are provided with other types of sound systems, 
whidi types also support the appUcation of preferred embodiments of the invention, possibly 
with a variation in frequencies to account for different circuit or sampling characteristics. 
Typically this sound system is designed for generating music and other audible sounds. In 
addition, many computers include an internal speaker and a modem speaker. Some computers 
use USB speakers which are comiected directly to the USB (Universal Serial Bus). 

m one preferred embodiment of the invention, a standard sound card, such as the 
popular "Somid-Blaster- is used to genemte sonic and/or ultrasonic signals to (and to 
alternatively or additionally recdve them from) a smart-card. The acoustic signal may be 
audible (in some appKcations) or imuidible (more preferable), for example having mamly 
ultrasonic or inftasonic frequencies. Preferably, frequencies of about 22kHz and 24kHz and 32 
kHz are used, since a standard sound card provides these sampUng rates (and/or their 

multiples. e.g.. 44 kHz and 48kHz). Altematively. lower frequencies, such as between 17 kHz 
and 21 kHz may be used. As used herein the term "main frequency" is used to describe the 

frequency band in which most of the energy of the inft.rmation carrying signal is concentrated, 
m some cases, the information carrying portion of the signal is not at the main frequency 
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with a computer peripheral, such as a printer. In another example, the communication is via a 
computer, for example to utilize a modem, a storage device or a microphone-less prmter, any 
of which may he interfece with a computer as known in the art. Possibly, such commumcation 
is used to exdiange data files and/or to share capabilities, such as modem comiecbons. or to 
print or backup information using a standard desktop computer. In another example, a smart- 
card communicates with an organizer, either to iq)date it or to retrieve infomiation firom it 

hx some cases a port adapter may be required to be plugged mto a port of the computer 
or other electronic device, for example a sonic-to-parallel adapter, which converts between 
acoustic signals and parallel port signals. As low ultn^nic fi«iuencies are used in this type of 
smart-card, the port adapter can be made relatively simple. 

In a preferred embodiment of the invention, . a standard commmiication 
pxotocoyianguage is defined, so that many types of devices can communicate and/or share 

resources using the standard language. 

m some preferred embodiments of the invention, smart-card 30 commmucates with a 
set-top box, such as used for some types of cable TV. Preferably, a microphone is comiected to 
the set-top box. Alternatively or additionally, the transmission to the set-top box uses an IR 
signal, which is detectable by the set-top box. In one example, the set-top box mcludes 
software that analyzes responses of the smart-card. Alternatively or additionaUy. the set-top 
box adds sounds (or ultrasonic waves) to a video and/or audio stream decompressed by the set- 
, top box. Alternatively or additionally, the set-top box adds temporal and/or spatial optr,^ 
modulations to a video stream, for an optically-sensitive smart-card, for example as descnbed 
below. 

SMART-CAKD CONSTRUCTION 

Fig 3A is a schematic illustration of a smart-card 40 that communicates with a 

5 computer20.Inapreferxedembodimentoftheinvention,smart-card40comprises^ 

^ving and/or transmitting element 42, a processor 44 that controls the acoustic element and 
a memory 46 for storing information. Such a smart-card may use a single piezoelectric 
transducer (possibly a film layer) for both acoustic transmission and reception, however, 
separate elements may also be used for element 42. Alternatively to a piezoelectric element, 

,0 other acoustic signal detectors may be used, for example piezoresistive sensors, MEMS- 

sensors, fiber-optic based acoustic detectors and small microphones. Processor 44 may 
include, in some embodiments of the invention, driving circuitry, clock circuitry, ampbfication 
buffering circuitry and/or other types of necessary circuitry, as weU as signal and data 
processing circuitry. However, in some embodiments a single integrated circuit (shelf or 
35 ASIC) can perform some or all of these circuitry fonctions, so that the single genenc temi 
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"processor" is used in the general description. Although the use of single integrated circuits is 
preferred, other types of circuitry, such as sets of integrated circuits or surface mounted 
elements may be used alternatively or additionally. WhUe preferred embodiments of smart 
cards use a processor, more hmited smart cards may have only simple logic circuitry, such as 
for retrieving information from the memory or updating counters. 

Signals from the acoustic element are preferably digitized by an A/D on processor 44 
or a separate A/D component Output signals fiom processor 44 may be ampUfied with a 
nonlinear ampUfication circuit, however a Unear amplifier may also be used m some 

embodiments. In some embodiments described below, processor 44 may include a te,ct-to- 

speech or speech-to-text component 37. 

SHIELDING 

In some embodiments, the acoustic elements are shielded from stray electro-magnetic 
fields. In other embodiments, the elements are designed to act also as antemia for 
electromagnetic fields and as such, they may not be shielded. 
LOW FREQUENCY RF DETECTION 

A different method of receiving by the card is using an electromagnetic recdving 
antem^. THe inventors have determined that a PC speaker and other soxmd generatmg 
equipment, when transmitting somid. also transmit electro-magnetic signals that can be 
received on the card using an antemuL Possibly, a same antemxa can be used both for acoustic 
and RF reception, for example a piezoelectric crystal or a fiber-optic sensor. 

hi some appUcations. an advantage of detecting RF is that echoes and other noise 
sources are reduced in ampUtude. Thus, a card can communicate with a standard telephone 
head^ (or other devices where the speaker and microphone are displaced), the card 
communicating acousticaUy witi» one of the speaker and microphone and usmg RF for 
communication with the other one of the speaker and microphone. 
HYBRID CARD 

It should be noted that although acoustic communication is preferred for at least one 
communication direction (computer to smart-««d or smart-card computer) one or both of the 
communication directions may utihze other technologies, temporarily or on a pemianent basiS. 
, For example, the card may use the IRDA-IR communications standard or the Bluetooth-RF 
communications standard. Alternatively or additionaUy. the card may comiect directiy or 
indirectiy (via a suitable cable) to computer port Such a suitable cable may inchide a contact- 
less transducer (e.g.. ultrasound or RF) at one end thereof, to feciUtate commmrication with the 
smart-card, without requiring a physical connection. 
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POWER TRANSMISSION 

Kg 3B is . schematic illusttati™ of smart-card 40. showtag power drsfflbuOoa m 
^rdancc ^.h . prefcncd embodtac. of *c mvctio. A smart-car* « acco^ncc ^> 
pre^ embodime^ of ^ ma, be passively powered, in « ^ e„c^^ 

powedng smar.^ is ««ed wid. *e da» aipa. .o be processed ar^or re^nded 

„ by a« smar. card. Alternatively. «>e smart-card may r^ some W» »« ^ 
.e^Uttbis respect it sb^ddbe^tedtita. some ^.crdscanr^ainott or atleastma 

power s.vi.,gm«de.mostoftbetime.Lo^c for «eHr.ga»dexi,ir.gpowersavm^ 

ml , or commmic^ioo devices are well ^wn in tbe art of cenol. tcM^ 
3^ may be implem«,.ed in smarts of U« present inve^ot. An example of such a ^g. 
. . plodic wake-op c-l or Ustening-in or . low ,-.y analysis ""^^^ 
«^e if a Mgber (and ,«wer ccns^ analysis ts rcrnred. In add*o^*^ 

removalo,asman-cardih=mas.or.gecontain«.6.use.maybedetecJ«...br»^^^^ 
bnping^nent of on d>e card, increase in amHen. »»nd levels or by pressme of tbe card 
user on d» card, and diis detection may be used to wake-np the card. 

Also^e embodimems of .be invention nse low power signaU for comm— 

^o: p^-cessin^ In some embodiments of «» invottion. most o, d» prc«.ssmg ,s « ^ 
^ computer or card ta^er and no. on tbc card, fcrtber redncmg tbe power n.«is o 

ZL Also, it sbouW b. noted d-a. d» card is typically near a pow. source, sucb as a 
, computer.wbeofl.ecardismuse.sore.dypoweriswicallya'ailabic 

bsom.prefa.ed«nbodimemsof«»invention.d»sma,.-cardmcludesabattery38. 

,„r ^cample a lidnum ion batt^y. .br providing power ti. »an=m. receive an^orp^ce. 
3^c signa.. Prefeably. *e bati^ is recbargeabl. 

^ ^ may be discmd»l. wid. .be s-orcd inibrmabon bemg tiansfe^l » a 

„ Indsmart-^ln—y depleting d^battety by r^notc commands one m^^^^^^ 

^ a,e nser » commm>ica.e wid, dte can. provider and/or deactivate a stolen carf. ^ a 
p^embodimen.ofd.i.v.ntion.betaand«powerisdissipa.edawa.mng.»-»^ 
!^.od»wi.edisplaycd.od».^.so»».beb.sadvanc.noticetoreobarge<«^^^^ 
cartL possibly. . discharged can. can be used if inse«ed into a sui«ble comae, read., wbtcb 

example by contact, or. mom preftmbly. by wireless means. In a preferred 
inventio,. power pmvided b, a power inptu 47 U accnmnlated or od«w.se boifeed m a 
^ L ,9. bclbre bemg used «. ..cbarge baticry 38 (if any, and/or ^er proc^ 
„ rLoroa,ercomponen«ofsmar,-can.40.Wiretesdatainpmisdes.g=a.cdb,.s.pa«^ 
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is a ceUular-telephone holder which includes a slot for a smart-card, so the card can receive 

power from the telephone. 

Alternatively or additionally, power to the smart-card may be provided as an ultrasonic 
wave, possibly, but not necessarily, the same wave used to transmit information to the card. 
Optionally, reception of data and of power use a single acoustic receiving element, such as 
element 42 shown in Fig. 3A. Alternatively or additionally, in some embodiments, at least part 
of ttie same circuit is also used to transmit signals from the card. Although the power levels are 
generaUy low. the duration of transmission of power can be made relatively longer (minutes, 
hours) than the duration of the power usage (micro seconds, milliseconds). 

AdditionaUy or alternatively, the card may be recharged by plugging it into a PC-card 
slot, a USB plug or a different, suitably-sized, communication port. Optionally, once the card 
is plugged-in it transmits information using the communications port. The card preferably 
includes apluraUty of electrical contacts at one of its ends and/or a comiector-sized end. In one 
embodiment, the card includes an extending male or female socket which can be directly 
plugged into a port or possibly individual lines of a port, on an operatmg electronic device. 
The smart-card may generate a signal if the socket is attached to a line which provides 
sufficient energy for charging (and/or if it does not provide sufficient energy). Alternatively or 
additionally, the card may be plugged directly into a power outlet or coupled to a large 
external battery, for charging purposes. In a preferred embodiment of the invention, the card 
includes circuitry to automatically adapt to the type, polarity and/or amplitude of power source 
to which the card is coupled. 

AdditionaUy or alternatively, the card may be inserted into a CD-ROM drive or a 
diskette drive and obtain power from the motion of a head and/or a spinner motor. Possibly, 
the energy is transferred to the card by friction heating of the card (or a particular section 47 
thereof) or by causing a vibration or other electrical-generating distortion of a piezoelectric 
portion of the card. Alternatively, the field generated by the motor of Ihe drive is received by 
the card. Additionally or alternatively, the power is obtained from the readAwite energies 
(laser, magnetic) used by the drive. 

Additionally or alternatively, the card may be powered or recharged by inertial power, 
for example from movements of a person carrying the card, i.e., with power input 47 being fed 
by an internal component of the smart-card rather than by wireless feed. Various types of 
inertial power sources are known in the art, especially for watches. Additionally or 
alternatively, the card may include a piezoelectric power converter, possibly utilizing a same 
piezoelectric element as used for communication (acoustic or contact), to convert flexing of 
35 the card or varying pressure on the card (typically inadvertent pressure) into electrical energy. 
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Possibly, the card can be energized ftom ambient vibrations, such as those caused by a 
computer, when the card is placed on the computer. Alternatively or additionally, the card is 
charged using microwave radiation, such as inside a microwave oven or by leakage from a 
microwave oven. 

Alternatively or additionally, the card can be powered and/or recharged by a reading 
device, such as a contact or contact-less reader or an ATM machine. 

In some of the power transmission embodiments described herein, the power 
transmission is rapid, for example during a short reading session. Power received by the card 
during that short period may be stored in temporary store 39, such as a c^acitor. prior to being 
used to recharge battery 38. Conversely, slowly arriving power, such as provided by low- 
amplitude power transmission methods, may need to be accumulated in temporary store 39, so 
tiiat it can be used to diarge battery 38 or power the card. 
BATTERY LOCATION 

Preferably, the batteries are located in a portion of the smart-card underlying the 
embossed portion, which portion is allowed to be thicker than other parts of the card under the 
EMV standard. Thus, standard and/or lower cost batteries may be suitable. 

Alternatively or additionally, the battery may be external to the smart-card, possibly 
fitting in a depression of the smart-card. Possibly, the battery has an adhesive coating used to 
attach the battery to flie card. External batteries preferably have electrodes with matching leads 
on the smart-card. When the battery is depleted it may be removed and replaced. 
LAYOUT OF SMART-CARD ELEMENTS 

Figs. 3C-3E are schematic illustrations of variations of smart-card structures, in 
accordance with preferred embodiments of the invention. In Fig. 3C, substantially all of one 
face of the card forms an acoustic transducer. The processor and the memory (44 and 46) are 
preferably embedded in the card. Battery 38 may be a thin battery which is embedded in the 
card or glued on it (shown for example in Fig. 3C). In one example, the card itself is 
manufectured of a piezoelectric material and area 42 indicates the region which is electrified 
using electrodes. In one embodiment, only two electiodes are used. In other embodiments, at 
least one of the electrodes comprises a plurality of electtodes, so that various acoustic modes 
may be excited and/or sensed in the card. In a preferred embodiment of the invention, the 
construction of the acoustic antenna is that of two electrodes with a piezoelectric material 
sandwiched between them. Possibly the piezoelectric material is the base material of the card 
itself 

In a preferred embodiment of the invention, the card is formed of a polarized plastic 
with piezoelectric properties, using manufacturing techniques known in the art. Possibly, only 
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the portion of the card adjacent the electrodes is polarized. In some embodiments of the 
invention a same region 42 is used both for transmission and for reception, in others, separate 
regions are provided, which regions may overlap. It is noted that in some embodiments 
described herein, the acoustic frequencies used have wavelengths sizes on the order of the size 
of the smart-card or significant sections thereof. As can be appreciated, in some cases it is the 
card size and mechanical characteristics which detennine the ultrasonic fiequency to be used. 
Preferably, the size and thickness of the card are similar to that of a credit card. Possibly, card 
40 is somewhat thicko- than a aredit card. 
SMART-CARD WITH ARRAY DETECTOR 

In a preferred embodiment of the invention, region 42 comprises an array of electrodes 
and this array may be used to detect pressure on the card, for example pressure caused by 
moving a stylus over the card. Depending on the processing power of the card, this detection 
may be used as a handwriting input In an example in which only a lower resolution is needed, 
pressure on certain areas of the card, can be detected, for example to emulate a keyboard on 
the card sur&ce. 

In an exemplary embodiment of the invention, at least part of the card is covered with a 
SAW device, which generates output signals indicative of an (X,Y) position of a pen tip on the 
SAW and/or the pressure against it. In an exemplary embodiment, a user signs a sales receipt 
over the SAW portion, so that both an electronic and paper record of the signature are made, 
the electronic copy may be sent iimnediately (or after a time) to a remote computer for 
processing. 

OTHER METHODS OF HANDWRITING RECOGNITION 

Alternatively or additionally, handwriting input may be provided by incorporating the 
card fimctionahty into a device such as a pen, whose position can be determined, for example 
by TOF (time of flight) measurements relative to the computer speaker. The determination of 
distance, or possibly position may be sufficient for biometric identification of the pen user, for 
identification of correctness of the signature and/or possibly for rudimentary or complete 
handwriting recognition. 

ADDITIONAL USES OF PIEZOELECTRIC DETECTORS 

Alternatively or additionally to use as acoustic antennas, the piezoelectric regions may 
be used for power supply, as indicated above. Alternatively or additionally, the piezoelectric 
regions may be used to generate audible sounds, for example to play recordings or synthesized 
speech or indicator (e.g.. beeps) somids. Alternatively or additionally, the piezoelectric regions 
may be used as a sonic miciophone. for speech input. Analysis of speech input may be 
performed on the card, on a nearby computer or on a remote computer to which recorded 

23 



10 



PCT/IL99/00525 

wooomolo 

„„ads are tr^-smWed It is noted that the caM c»n 
«„gdtio„ Ubranes. to asdat in .be speech n»,gni.i<«. Alternatively « addidonall,. to 
piezoelectrie regions ma, be t. detect data inp^ of a simpler Idnd. fbr example tappmg. 

flexing, and/or bending of the card. 
DUAL USE SMART-CARD 

M Fig. 3D a magnetic strip is fonned of a piezoelectric material, so it can serve as 
^onator 42. Alternatively or additionally, resonator 42 underUes the strip. P-^WyJ^-^ 
embedded in the card. Thus, a card is provided with both magnetic and smart-card type 

capabilities. 

ALTERNATIVE SMAKT-CARB LAYOUT 

to Pig. 3E a holograph glued onto the card (for example as in a VISA cani) . sho«. as 

a rectangle with the refcre»=e 42. serves as to ohrasonio transducer and/or cover or conUm 

d,e electronics of pn«essor 44 and/or memory 4«. In tbe photoclecrtc embodiments, above, an 

area 43 of the cam may be «nbedded vnth phot<«.ee,ric cells. Possibly, a same ar«. .s used 

both for pho«>dec.Hc acdvity and for pie^c activity. In a preferred embodiment of dre 
tave^ion. card 40 mctades an infe«d generating area 41. fcr ex^nple a IS. or a surftce 

parch (scalar, vec«. or twrniimensional array). Optionally, card 40 inch«i.s . thin^ Wc 
disph^r 45, fcr example an LCD display, ft,r displaying infbnnation sWred, transmrtted and/or 

received and/or feedback- 
TWO PART SMART-CARD 

Fig 3F is a schemadc iUustrabon of a smart-card holder 1 10 for holding a smart-cani 
„ smart badge 112. in acooriance »d> a preferred embodiment of d« inve«io.^Holder 1.0 
,,,3, be used, for example in dK.se simations »h..e dre smaf-card is used (or rd^bficab^ 
pnrposesorfetoggingi..and.dearBddofvi.„totocardisdesir.ble.Al*ough.s.c«^ 

, hold» is sho™ o««, W« of holders may be «s^ including clip-Wc hoiders and holders 
,riiere die holder and smart card intaiock mechanicaUy. 

The power supply of card 112 is preferab^ located on dre carf, for example as 
descnbed above. However, in some preferred embodh„e«s of d.e invendon, the power soan« 
and/or oaKxcircm,ryoftoca,dis.oca.edonholderll0.toon= example, onlytobanay^ 

„ mainb,«e,yisond«badgebo.d».As.condaryba.teryond.ecanli«elfmaybepro«d«ita 

W,^ nse When to card is removed *om dre holder. Possibly, to badge hoMer rnchrd^ 
drcmtr, for recdving and transfomring OansmiUed power, such as RF, light, uhrasound or LF 
,^0 fields, or local power, such as inerdal modon of flexing of to card. inB, pow^ for 
r^g to card, shown generally as r.fer=.ce .16. Alt«nadvely or addidonaUy a 
„ micmphone, loudspedo. and/or amplification circuitry, may also be provided on to badge 
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„to functi-MaBty. wbid, « »>.e. o»d is in badge hokte. TTe 

digW data com«»io.« arf/or anriog daU co«n«do». showed E=a«aUy as refa=n« 114. 

. , u AUonitivelv or additjonally, oonlact-less 

Ubs comnninication is preferably Wlied. Alternatively or 

commmcation may be used, exatVle it>4»ctive cotttrntinicatioo. 

CABD POSITION DETERMINATION 

b aprefeoed «d»dime.« of the inveaion. spatial »«les, a^i/or on^ two- or Otree- 

fc«io„alreladv.positio.»ofa...,ar.<a«l«»ia.d«»-^(-*-»«7'*" 
. or other pedph»a!) are detenttin^d by -.aly^g various ctaa«a,s«cs of so,^ 

^.^ and/or Battstrntted by the sman-card. h a preferred en*odime« of d« r,«re.«o«. a 
^e loe^ion of a pulsing s»md source a..! a plurality of uueroptaes is detenunt^i by 
solving dmeof flight «,»a.iou.Alt<»^vely or addidonaay.otometbodskr^™ 

fcr processing aeoustic signals or for n™.aeoustic has^l ntethods o,p«*on d««,u^ 
,5 Jbe us^J. Itas, the reWv. ...adon of a smart^ard or a. ID card (descnbed hetow). 
^,e ,0 ^Kther eieCoric device, may be detennincd a,.! used to contrel *e op«a»« 
^or cooperation of one of the above deuces. In an exemplary use described b*». the 

^.sition of a smartW relative to one or more «nger-w„m input devices is det«mme4 usmg 
Lsdc or non-.^^ portion sensing med«>d. An exonplary non^acousne P^«-« 
„ me.hodisaninerti.lpositiomngmet.»d,™:bas«singMEMSinertiarscn»>rs.f» 

acceleration (and by inte^ velocity and position) of a sntar..^ and/or of the finger 

devices in space. 

Altenuitively or addifionaUy. the sman-canl may use hs ability to send and recetve 
^csignals.sarudimen.a.y.adar.Inapar.i»a.arappheadon.d»canltracl.d.ed.^ 

„ „,b.deviceHisp»nteda,e.g.are.der.tovai^tha.i,iswidnnaprascnWrangeana/o. 
..gular range. Possibly,atowerpowasetd.g may beused lor shorta ranges. Alten^nvely or 
addidonally. to user may be instn^ted ,0 nnn the card In some appUcations. a user may 
«pM «. rotate U» carf m a measured manner and/or the card may use phas«i array and/or 
„tetypesotnon-scalarc<»t,..l of the sm«.-«rt transmission and/or recepdonant^ 

M AFPUCATIONS AND IMPLEMENTATION DETAILS 

various applications impleme^ing the smarts t«tool<.gy described above ^ 
described below. Some of these applicadons may aUo use other, known, smart-canl 

technologies. , • n 

A fiamre of some embodiments of d« invention is dta. a card can be used ft. 

,5 ^issi™ over medium di^^ as 0.3-20 meters, more prefbably. between 2-10 
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meters or about 7 meters. 
SPEECH INPUT AND OUTPUT 

In a preferred embodiment of the invention, the acoustic transmission capabihty of the 
card is utilized for speech output In one exemplary embodiment, the output is used to p^^^ 

details of a transaction being performed, especially amounts, the product purchased and the 
identity of the vendor. Such details may be especiaUy useful for preventing fraud in electromc- 
commerce, in which theuserofthecardmaynotbe aware of whatpurchaseisbeing recorded. 

m another exemplary embodiment, the output is used to provide feedback to a user on 
card functionality, for example to explain why a transaction is problematic. In another 
exemplary embodiment the card is used as a speech input and/or output converter for an 
existing device, such a as PDA. Tl^us. the card can receive voice commands from a user, 
convert them to PDA commands which the card transmits to the PDA, preferably usmg 
audible or ultrasonic «sions. Responses from the PDA are preferably recdved by d.e 
cardandthenoutputtedtotheuserusingavoiceou1putTtus.ausercanbe assured ofasm^e 

i^e to many complex electronic devices. In some cases, the quality of speech generated 
by the card is low, so .hat card transmits an indication of the desired speech to a computer or 
other electronic device, which device converts the indication into audible speech. In a 
particular embodiment, the indication comprises a compressed and/or frequency up-shrfted 

version offlie speech sounds. 

Sp»ch mpu. by to sm^-card ™y dso be ufflized for «a«ntic=fi<» pMpose^ to 

- a use. v«i^ a puroh^sc *ch venfic^ion «n be stored ca to caul » 

by to card, ulilraig mrtlUKis known in to ait 

Atenati^ly „ additionally, to card oses speed. «. make anno»«e»=«s to to user, 
„ f,. example. »n«e,a for meetings. Al««,««ly or addidonaUy, to can! n«y be used 

ntoy downtoaded sound ffles, for example speech or music. 

Atenati,ely or addltfomdly, such a carf may be used as a help cart &r various 
etehonic appliances which have to ability «. communicatt with such a card. ABbough to 
help is preferably pn>«d«i by to card itselt in some embodhnents, to help is provded by a 
30 .^,fbre>.ampl.bytoca,dcaush«ah,owse,cxec«in80nanassooia.edcom^^ 
a particular WWW page to to user, based on to required help. The help m^ he 

context-sensitive help, for example based on ^ estimation of to device state by to o»rd or 
based on a reporting of to device. Alten^atively. a ^ may op=«te an input mterfsce of the 
card to pto^de a specific help section. In some cases, for example as des^ihed herem, a card 
35 canreadtoideotificationofadevieecompooent,fbrexampleosingabarcode. 
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USEOFCARDFORELECTRONICWALLET 

It should be noted ^ such an acousdc ^-card may also be used as a « 

card,aswellasforan"electronicwaUensinceinf6nnadonaboutthe^ 
lived ih,. the carcL Also, it is single to infbnnadon . ^ 

applications are described below. 
PIRACY PROTECTION 

„, „taso«,A such . «g al» ha,= s«»«i tt^recn vario^ mlbn^on, »h as an 
iaeo^^ion of ^.ftware p»»hascr. h exa-pK a .ag a.«b«i » *e case ofa 
softwa^ CD, such *a. tt« aoto^re »ffl opiate only if *e eo.,Hi=r ™ v*«h « ™m ^ 

.^e CD a payola, cod. using nl^so^c or sonic .snaK A.«a^J.y " 
a*Utional.,,fl«ID.a.mybc««hcd».h.CDi.setfand/ora«ache4.o(oru«cgra.e^w,* 

an impioncn, used fi. in^ wid. ^ software, fcr e^ic a »y nnp<cn^ 
A, J.™,, or additionaay. d» Ug n., he pennanend, a-uchcd (such du. re.^ ™n 
U, .o d.c case aod/or and/or od« in«na. or ««an^ ..«n«s of ^ 

Al«naively or addid«udly, d» ID tag is ph.gg«l in - a pass-dncugh hasp, ^* 
pjh,, does no. in^rac, ^.h *e dau Bnes which pass dm^ i. a. ail, hu. n»y use ^« 

^ I ha, and .he Aerophone and/or spea^. Ahemadvely or add..onany, d» »g 
^^hdV. auow a .oan^ user «, use software a. ren,o« 
JLg software, such a «ed^ n„y h. us». » pro.ec. an easily s^ien dev^ s^^ 
PDAoralap»pcon.p«er.whichcanused»iru,»nal speakers a^ornucn,ph«^»de«c. 

the proximity ofa required ID tag. 
1 AUTHENTICATION USING A SMABT-CAW) 

An and^dcadca. sys.em in accordance wid, .pre.*- «»bodin«.. of to mv^ruon 

p^ly uses a con^ fcr aud-endcado. h, a preferr^l co.bodin«a. of d,e invenuon, a 
^ „^ he and-e^icared by .he conrpuux i^g-ing a ^..-car* (or " 
h.dge)of«.e user and tonhsu^ningtea^le response ftomd^cardusingarmoophon^ 

» l,apref<™iemboain^of*einv««ion.d»compu«usesd»deuc.edsou.d»d«em^ 

^ of d,e card, for e»n^ie i. dis-ce ftom dre con^. A»»a«ve,y « 
«UidonaUy.»r.spondmgU,in»ogad«.asdcscnWah...tos..ar.<a,^^ 

sn ambien. room sound (for exa^pk an u«.a^ wa,e or a D«F »ne 6on. a con^u.«) 
Witt, an ID cod. Al^nadve^ or tonally, a user may a code n«o a comp««^ 
„ ha™gd.c smarts ^ansnn. to required sounds, for exan^pleul^sonic waves or D7MF 
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. . receive the DTMF tones using the computer's microphone, 

and allowing the computer to receive me u 11 „ t„„«T,ission 

p^„, as .bo«. -b. smm-crd «spood3 a.o»s». s-g^ P-*ly 

or addition.!.,. co«,«r n»y paioai«B, ^ ^-^J" 

L c»i is .tiU nea*,. I. Should be noted « a lowe. ^ 

:^^.iodicsign*pos*,,.,.^-eWc.^*o.*eoe^^ 

allow some type of syndironous detection. 

A^elive,, or additionaUy, con^ in-™a» .he cardj. - ^ 
„ i*»tien.fcre«n.p.eaveie.n>o.pe,»n..i^ons«^on«.e^T,^ 
can query «« -ser voice response »^ con^pare response (vo.ce pnn. and/or 

oooWOlBconflrmtocaniwearerUadesignattdcaidweaicr. 

^ s^ne pre.^ c^ai-c- of inv».™. card oses ^J-J^ 
i,.„^M«h..s,«.ecardde«o,sarespons.«,a^by.he,bsenc^ 
« and/oro,b.xfea««sofsonnds,sonored.peech,eeogniaonor™«lnng.^^^ 
A .^er n.., wear n» c»ds. one ibr general anteization and <».e u«.^ 

tafb,„^<m.AcoB.p.«ern»wi».=™li*<™"'»*'=^'^'^ , 
•neca.dcanrespondrtonceora.adelayU.tteintenogations.gnal. 

AddidonaBy. *c ^sponse by *e card may be a. a same or dilferem irc^ncy as »s 

'°^aLcbarac.eris.icsofd..espo.»en.aybea^ 

^ ««cirinT. to velocity of motion and/or other spatial attnbutes ot 
for example, a distance fiom, position to, veiociiy m 

LT.nsomeen*«Bmen..tteoard(ord»»n.pn»)detec«boa.an.co^^ 

an pulse generaled in assodadon witt d» ac^ poi- By con,snng <^-^^^ 
„ IJpulsl3nd«ngin,oacco.Md.edirecdo,^cha.ae»isdcsofd».cousUc».d/orKF 
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^ tafonua^o. r=g«dmg *. reWve ori^ of *e and smart ca:* - 

«dma«4 By «^ ^™ ^ "° ^ 

card ».d coow» can b. *Bm^.i base doo difibr«^ 

the RF and acoustic waves. 

In . p«fer«) en,bodim«« of the in^ndon, the card responds u, an in«r,oga«on 
^ id«.ffleatton code. Al«,attvely or additionally, fte card modnla.es itt «n^on wnh 
an envelope. »bich »,elope preferable serves as an identificaSon code and^ar^ 
^ssion of inS^ regarding a sMus of card. ft. an operational mode of 

1, some cases, con,p».er reUys Ihe response of *e card « a more r=no» ob,ecU fcr 
«^,e o«r ». l^cn* For ide^™. purposes. tiK card ma, send an ID code «^ 
^ton, prompting irom tire eompn«r. for ex^le periodically or byauserpressmg.bntton 

on flie card (or by flMdng the card). 
CHALLENGE RESIONSE AOTHENTICATION 

b a preferred embodimen. of fb. invention, a smart-card is nscd u> implemcn. a 
response mechanism Tie smm-card r^eives U.C challenge itam a PC by me»»o^ 

commumcatio.. optical communication or o««r means, fcr example as desc*«d 

herein. Aftorecdvi.gti^infi"™*™^*''^-^"^"^'^-^ 7" t"^^^^ 
^ LCD soeen or play, its speaka. Al«»tively. ti» device sards an andK. tile » to 

e„^„besom*ds„ti«nsac»,hearitlhe.ser,beneo«r,ti«respo^»«o*'J^^ 
„ eg by keying it inti. to PC as his cnrren. password, nms. in some embodmrenn, only a 
s^a(oronly.dispk^.-basascreenofm>s)isre,rtiredontochsllen^compa,er. 

MDLTI-DIMENSIONAL AOTfflNnCATlON BY SMART-CARI. 

A smarts c». be nsed to provide »nbemieation in additional ways to 
d«aibed above. Possibly two or even ftree of to Mowing secnriry elements can be used: 
„ »wboyouare"-i.e,anid«.tificationottore<p.es,er.fcrexamplebyaband«,ittens,^ 
a voil pnm or otox biometiic information. yon hav^ i.e.. to card itsetf v^b can 

i^ a pHvate key. and "wha. yo. know. i.e.. a password In one exemplary =nb«Jm««, 
ti,e "carr is implemented nsing a pen. which, usmg localization technicpes as known m to 
art. can be nsed to detec, handwriting. Altemativdy or additionally, a gestnre using to cart ,s 

30 accepted instead of a signature. 

Thepasswortcanbe stored ontocariPo.s,T.ly.acartstoresaplnrahty of passwords 

arrd U used fcr single somce log» (SSL) or for providing passwords to m«lti,*e .tea. aa 
needed Posdbly tirese passwords can be nscd to give pHvileges ti> a cart's owner m to form 

of beticr Interne, s^viee (speed of connection. Bmits). For e«mple. a manager can come to 
„ hU employee desk. wa« his cart and to h«en«t«.m^tion will be better. Alternatively. 
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„=„as«.R.a.er.,h=con^uter,=cognizestemaBager.ven«Mei.ren^ logged 

Other user, 

BIOMBnaCVAUDATIONUSWGASMART-CABD 

AS todic.^ above, in a prdb,-«i =mbcd«,=m of invenSon. «>. c»l mdud^ 

Wom«ric oapabiUSes, for sample voi«. band^^g. ftag«P*. and r^^^ 
Jtafonna^oa In so.. c.3». »d .iU only include re..v« b,on.e^c 
1^ .be con^ and/or ^ - P=*nned eisewb^for ex^^ 

^ce. for in^^e ac^-on. In oU>er cases, ,be card ^1 do d.e da. ac,— 

and/or processing as well, 

U. a preferred embodimem of *e mvention. ^ doing a deal, a user .s re^es^^ 
sa,bisn.n,eoranotopb,.se,AbasbofU>einf6nnadonistasi^edb,*=card^^ 

al and dn» and od^r deraiU of d.e deal and dre n^rma^on and « 
™™«ed u, d» suppUer. m=n a user af^npts ». repudi^e a deal. *e supp « ^^b^ 
d,esi^™icepHn.and«,enscrc^veri^«d«doaI.,ec»ded^me*a.^«nb^ 

^I^e^ed a son voice veriScadon .ecbnique on cani Th. me^ ^ be 

Zdered.»son.e«<»..obes«ar.b^-sigua^--^'-f''-7 . 
t^a.«n«niven^o,«.d,«^ca.ionnseso.e-.ayco,..n»nicadonbe»eend«c^^ 
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SMART-CARD - SMART-CARD INTERACTION 

In many situations, there wiU be more than one active smart-card in a restaurant at a 
single time. In Fig. 4B a second smart-card 130 is sho>vn. In a preferred embodiment of the 
invention, smart-cards 120 and 130 coordinate so that they do not both transmit or receive (to 
5 same and/or different computers) at a same time. In one example, the central computer assigns 
time, frequency or coding (CDMA) slots to identified cards. In another example, a distributed 
algorithm, such as an ALOHA algorithm, is used to avoid colUsions. 

In a preferred embodiment of the invention, two smart-cards can directly commumcate. 
for example to exchange business information or "busmess cards". A particular situation rs at a 
,0 technology show where several persons from a single company will each view part of the 
show and interrogate information from displays using then: smart-cards. At the end of the day. 
these persons will preferably consoUdate their finding by the smart-cards exchangmg 
infomiation or by downloading the information from the smart-cards to a central computer. 
Optionally, a mediating computer may be used to assist communications between the smart- 
15 cards. 

METHODS FOR A SMART-CARD TAPPING INTO A COMPUTER 

Alternatively or additionally to using acoustic signals to communicate with a computer, 
a smart-card may tap directly into the computer. Fig. 5 is a schematic block diagram of a 
communications tap 102 for a computer 100. in accordance with a preferred embodmient of 

20 the invention. One problem with computer communication is setting up the hardware and 
software for communications. In the configuration of Fig. 5. a tap is preferably placed on 
commmrication line to an existing peripheral 104. THus, a user may not be required to even 
access a back part of a computer, let alone a computer's inside. A smart-card 106 preferably 
sends and/or receives signals via tap 102. Additionally or alternatively, smart-card 106 may 

25 use one tap for receiving and another for sending. Possibly, a smart-card uses taps only for one 

direction of commimication. 

m apreferred embodiment of the invention, the iBp is placed on a cable to aprinter. a 
network cable, a camera cable and/or a SCSI comiection. Additionally or alternatively, the tap 
is placed on a serial cable, for example a mouse cable. Additionally or alternatively, the t;^ is 
30 placed on a modem line, for exanq>le on a telephone line or by plugging the t^ mto another 
telephone socket, to be received by the modem. Additionally or alternatively, the tap is placed 
on a game controUer line. Additionally or alternatively, the tap is placed on a loudspeaker hne. 
This type of tap can detect signals which cannot be reproduced by the loudspeaker, for 
example very high frequencies. AdditionaUy or alternatively, the tap is placed on a 
35 microphone line, possibly using the microphone Une and/or the microphone itself as a some, 
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Ultrasonic or non-acoustic antenna (e.g.. RF). AdditionaUy or alternatively, the tap is placed on 
a display cable line. 

m a preferred embodiment of the invention, the tap includes an electro-magnebc 
coupler, which caninduce signals inacablewMchpasses through or near the tap. ^ 
or alternatively, the tap can detect signals in the line and transmit them to smart-card 1 06. In a 
preferred embodiment of the invention, the signals are at a different carrier ftequency and/or 
signal frequency than the usual signals passed along &e line. Additionally or alternatively, the 
signals travel in an opposite direction (input signals on an output line, such as a pnnter or 
output signals on an input Une. such as a mouse). Additionally or alternatively, the signals 
encode information which information is detected and removed from the data stream m the 
computer. Additionally or alternatively, the signals are asynchronic on a synchromc Ime. 
Additionally or alternatively, the signals are transmitted only when no signal is expected by 
the computer and/or the peripheral. Alternatively or additionally., and especially for mput and 
output cables, the smart card may inject an input into a cable, such as a microphone cable, to 
xnimic actual reception of the sounds by the microphone. Conversely, a smart card can detect 
signals on a speaker wire, instead of acoustically receiving the sounds. 

Alternatively to communicating with the computer, the tap may be used for operatmg 
the peripherals.Moneexample.asmartcardis coupled toaspeaker cable so that th^ 

generates sounds desired by the smart-card. In another example, the smart card detects signals 
on a microphone wire, instead of supplying a microphone on the card. The sounds thus 
generated for the smart card may be used for communication with a same or different 
computer or electronic device, using acoustic communication methods descnbed herem. 

In an alternative embodiment of the invention, a piezoelectric actuator (or other 
vibrating element) is connected to a mouse (or a microphone). The actuator causes the mouse 
to shake at an amplitude of one or two screen pixels (or less) and the shakmg is detected by 
software in the computer as signals from the smart-card. A return signal may be tr^ 

atapassodatedwilhthe actuator, along the serialcable,with1hesignalp^^^^^ 

to be recognized by the tap and/or ignored by the mouse. 

m an alternative embodiment of the invention, smart-card 106 sends signals to 
, computer 102 using a tap to cause virtual or physical pressing of keys on a keyboard attached 
to computer 100. Preferably the key used is a shift key. AdditionaUy or alternatively, signals 
from the computer are detected by detecting illumination of LEDs on the keyboard, for 
example a "Nmn Lock" LED. In an example of virtual pressing, the tap interacts with 
nuignetic contact sensors in each key. Alternatively or additionally, the tap induces signals 
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example, a provided keyboard driver may detected special codes and/or data sequences on the 
keyboard line and remove them from the received data, passing only the rest of the received 
data to an opaating system of computer 100. Additionally or alternatively, a provided mouse 
driver may detect spurious and/or small mouse movements, and recognize them as being tap 
rekted signals. Additionally or alternatively, a printer driver can recognize signals on the 
printer cable as not coming from the printer but from a tap. AdditionaUy or alternatively, data 
sent to the tap is preferably sent as data which will be rejected or ignored by the peripheral, for 
example having incorrect parity settings or other intentional errors. 

In a preferred embodiment of the invention, the "non-standard" signal received on the 
computer is used to control other devices connected to the computer, by the smart-card or to 
pafoim control or verification functions as described above. 
CARD FOR BNTERACnON WITH A MAGNETIC DRIVE 

As described above, a card may draw power from a diskette drive. Additionally or 
alternatively, the card interacts with the head, for example a diskette index read head, for 
communication with a host computer of the drive. Possibly, the card may interact (for 
communication purposes) with magnetic read and/or write heads even if the card is not 
inserted in the slot Preferably, the card includes magnetic-field sensitive sensors, such as 
GMR sensors, as exemplary embodiments of data input 49 (Fig. 3B). Such GMR sensors may 
also be used to allow the smart-card to read magnetic information, such as on magnetic strip 
cards, by scanning the strip with the data input of the card adjacent the strip. Alternatively or 
additionally, such a GMR or other magnetic sensor may be used to allow the card to eavesdrop 
on signals transmitted via computer cables, for example as described below with reference to 
tapping. Alternatively or additionally, the card includes an RF or magnetic field generating 
unit capable of affecting the readAwrite heads or coupled-wilh cables. For use with cables, the 
antemia may be extendible from the smart-card, possibly being operative to surround the cable, 
pierce the cable or be placed in proximity to the cable or inside a device casing. 
MULTI-USER PERFORMANCE USING A SMART CARD 

Fig. 6 is a schematic illustration of an unobtrusive computer checkup in accordance 
with a preferred embodiment of the invention. A user 142 is using a computer 140. A user 146 
30 wishes to interrogate computer 140. for example to determine the preseiice of a networking 
problem. In a preferred embodiment of the invention, a smart-card 144 (or other electronic 
device) can communicate with computer 140 using an acoustical- or a \ap- channel as 
described above, widiout interfering with the activities of user 142. Alternatively or 
additionally, smart-card 144 may be used to interrogate an interface-less device, such as a hub 
148. One advantage of acoustical communication for fliese uses is tiiat they do not generate a 
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consideiable amount of RF interference and do not require major (if any) changes in a 
(significant) instaU-base of hardware. In a preferred embodiment of the invention, hardware 
devices, such as hub 148 and computer 140 continuously "hum" their status, so that the status 
can be discerned by eavesdropping on thehmn. withoutneeding to interrogate the hardware. 
EXEMPLARY EMBODIMENT FOR ELECTRONIC COMMERCE 

In a particular preferred embodiment of the invention, an electronic commerce system 
comprises: 

(a) a computer (desktopAaptop/hand-held) with a regular microphone (built into a 
monitor or computer or external) or special sonicMtrasonic microphone and at least one 
speaker, 

(b) a card or other device which has an acoustic receiver, a processing unit, an acoustic 
transmitter and input and/or output filtration and amplification circuits; 

(c) a communication protocol used by the card and computer, 

(d) software on the card side; 

(e) software on the PC side; and 

(f) a security scheme, integrated with the other components. 

M the smart-card, the acoustic receiver can be a regular capsule microphone, or an 
ultrasonic type microphone, possibly specific ft>r a particular frequency or frequency range 
used. Preferably, the procesang mut used has sufficient power (a few MIPS), and mcludes 
some (on-chip or off-chip) memory, for example for storing and/or generating a cryptographic 
signature. A Microchips 12C508, 12C672 or higher processing unit is preferably, hi some 
cases, special ultra-low power circuitry may be desirable. The acoustic transmitter can 
preferably generate a strong atmosphere wave. It is noted however, that only a small amount of 
power is required for short range transmissions. Additionally, the transmitter may generate 
waves in soUds. for example to be carried by the case of the computer comprismg the 
microphone. 

m a preferred embodiment of the invention, the input/output filtration circuits comprise 
op-amplifiers with filters for specific frequencies for input and output, dependent on the 
communication protocol used. If non-audible frequencies are used, the fihers should decrease 
3 power in audftle frequencies, to reduce annoyance of a user 

An exemplary software for the smart-card demodulates the signals received and 
converts them to data bits, either by time domain analysis or by Fourier analysis. Thereafter, 
error checking is preferably performed. The received information may be decrypted (if 
necessary). Alternatively or additionally, the received information may be encrypted, verified 
and/or signed, in order to be stored in local memory. The local memory may comprise ROM, 
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RAM, EPROM, EPROM and/or other types of memory as known in the art Infonnation to be 
transmitted may be encrypted before transmission. 

An exemplary software for the PC recdves a detected signal, filters it. and opens the 
protocol. Preferably. Ihe software reduces errors using HR Band Pass and/or low pass filters. 

The received and filtered signal is then demodulated, into data bits, for example, by 
time domain analysis or by Fourier analysis. Data transmission errors art^ preferably corrected. 
Methods known in the art of modem-based communication may be used for smart-card 
connnunication in accordance with a preferred embodiment of the invention. THe data may 
then be locally analyzed (by the local computer or smart card) and/or transmitted to a remote 
location, for example a seUer-s computer. In some embodiments, this software is mitten m an 
Internet Language, such as Java or ActiveX. 

m a preferred embodhnent of the invention, the acoustical detection uses the maxunmn 
resolution and/or sensitivity afforded by the microphone, i.e.. going below the noise threshold 
as defined for audio uses. Alternatively or additionally, repeatmg and/or penodic ambient 
sounds are detected and removed or disregarded fiom the input signal. In" a preferred 
embodiment of the invention, ambient sounds are characterized as such during a cahbration 
step which may be praformed periodically. 

The receiver circuit preferably includes a narrow band amphfier. preferably with an 
automatic gain control (AGQ. The circuit detects an audio signal in the relevant band, and 
then conq,ensates the gain by the AGC to form a stable output signal with amphtude of 
approximately 2Vpp. This analog signal is then fed into a comparator, which produces a 
square wave with the fiequency of the analog signal. This signal can be processed digitally by 
a micro^ontroUer. Tte analog signal can also be digitized by an A/D for more accurate 
processing in a more sophisticated microprocessor. 

In an exemplary transmitting circuit, a speaker is driven by a FET. A capacitor is 
charged to fiill voltage after approximately ImSec. allowing a smaU amplitude of speaker 
driving signal at ignition, in order to make the signal inaudible. 

The transmission from the PC can be fiom one or two Speakers, powered alternatively 
or possibly powered together, for example to increase the total power, to aid in noise 
, cancellation and/or to aid in detecting echoes. Alternatively or additionally, to a speaker, 
transmission and/or reception of the computer can be from an acoustic transducer connected to 
a standard port or possibly tapping the computer, as described above. THus. there may be no 
need for a sound card in the computer. Also, as indicated above, at small distances there 
appears to be an overlap between acoustic and electromagnetic signals both with regard to 
,5 transmissionandwithregardtoreception.Tlius,possiblysomeofthedgnalsare^ 
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and/or detected using an RF antenna, or acoustic signal generation is detected using an 
acoustic aatemia that detects an RF signature of the transmission generated by the computer. 
Alternatively or additionally, the RF is used as abackup forthe acoustic chamiel. 
EXEMPLARY SECURITY SCHEME 

In a preferred embodiment of the invention, the following security scheme is used: the 
carf has stored thereon a private key of owner. A fadUtator has pubUc keys of all users and is 
accessible via an Internet or other means. In some cases the seller is also the facifitator. 

In an exemplary embodiment, a user comiects to a seUer-s site using a local computer, 
and decides on a purchase. He (or she) activates the card which in turn signals the local 
computer to transmit purchasing data (e.g.. a catalog number) and a random number, back to 
the card. TT.e card in return, signs on the data and the number with its private key and sends 

the signature back to the computer. ITie computer receives the signature and sends it to the 
seUer. The seUer then verifies the signature, for example using a locally stored pubUc key or 
with the help of the feciUtator. The supplier may save the purchasing data and signature for his 
proof of purchase. Hie fedlitator can also check if the random numbers are really random or to 
supply such random numbers. In some appUcations, the random number is generated by the 
seller. 

This scheme can use any known cryptographic method for electronic signature, for 
example RS A, Emptic curve or methods wMch are not based on pubUc^vate kejring. 

In some embodiments, the card is used only for transmission of a purchase 
authorization, possibly without receiving any data from the computer. Possibly, such 
information is entered directly into the card, for example using buttons on the card. 
Alternatively, die card only transmits a "usage" auAorization. which is unrelated to the 
particular purchase. Such an authorization is preferably a one-time, temporaUy hmited 
authorization, which expires after a short time, for example 30 seconds. RepUes from the seller 
may be locally stored on the local conq)uter or the card for use by the card owner. 
DISPLAY OF DOWNLOADED DATA BY SMART-CARD 

In a preferred embodiment of the invention, the seUer and/or the facilitator can 
download advertisements and/or operating instructions to the smarts possibly as part of a 
purchase agreement This is especially useful for devices that are programmed using sounds 
downloaded from the Internet Some of the downloaded sounds may comprise an audio (or 
visual - for suitable devices) user manual. 

In some embodiments of the invention, the card displays information visually and/or 
acoustically to a human user. This information may be for example a commercial or 
5 instructions of use. Although direct generation by the card is desirable, in some embodiments. 
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SUITABLE FREQUENCIES 
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perfbmance, or when otherwise desirable. 
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the computer sound card, microphone and/or spealcer. 
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^antple. by dte interfaence of sonic waves (a. same or different 6e,uencies) Som two loud 
»e.tes and by v^ious tpmto of loudsp«tos and their drivmg circuitry, such as ^bnear 
Thus, in some cases maudlble ultrasomc waves can be achieved a. a fte,u^ 
wbich fte sound card. *e tra^ layer and/or source cannot handle Also, as some 
, aoundsin.hecomp«erare,K*c^hy.hespe.te(e.g..theharddialcandCD^ve).some 

atBinable Se<r«ncies and sound em-dopes m^ be unrelated .0 the sound card used. 

USE OF SPEAKER AS A MICROPHONE 

to many cases, a spedtc is available fcr a computex but a mi^hone « not. to a 

preferred embodiment of the invention, a speaker is used as a microphone. 
5 Preferably, .he speaker is comtected to the microphone port and/or line m port of a 

aomrf card, possftly tough an adaptfng unit Apparentty, many sp«to can operate as a 
microphone if dtey are no. competed to a power som^ Preferably, an addling urn, u, 
pmvided, for example to ser,e for bufiering, switching (beween miot-pbone and s^^ 

and/or for amplitude protectton. U. one emhodhneot. the speaker is comreCed m 
,0 paraad to bod, micros and loudspeak^ cha^ of a sou^ ca«i. wim dcctromc 

^on for the microphone chatmel so that die power to the ^ does no, ham. the 
microphone and/or the microphone channel. 
COMMUNICATION PROTOCOL 

m apreferred embodiment of the invention, the detection of a signal by an electromc 
35 device, computer and/or smart-card conrprises a binary detection of the signal, e.g.. an on/off 
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state AdditionaUy or alternatively, more con„lex signal detection and analysis technicpes 

nxay be implemented, for example, detection of signal ampUtude. fiequency. frequency 

spectrum, Doppler shift, change in ampUtude and/or duration, detection of a number of 

repetitions, voice and/or other pattern recognition in the sound. Various information encodmg 

protocols may be used, including AM. FM. PSK, FSK. QPSK, pulse length encoding and/or 

combinations of the above. The transmitted signal may include, for exan^le. one or more of 

ixrfomaation about the sending device's activities, location, enviromnent. nearby devices, 

locally sensed information, logic state, readiness, requests for information and/or answers to 

such requests. Although pulsed wave forms axe preferred, in some embodiments of the 

, invention, continuous wave forms may be used. Preferably, digital encoding methods are u^ 

however, in some embodiments, analog encoding methods are used instead or m addition. 

M a preferred embodiment of the invention, periods of silence are provided between 

data bits in protocols other than on^ff keying. In one example, an FSK protocol is provided 

with silence between the frequency pulses. Preferably, the duration of the silence is sufficient 

5 so that echoes (or other artifects) from the original pulse do not overlap with a next pulse. Tins 

period may be fixed, for example based on an expected geometry of the electionic devices and 

where they are used. Alternatively, the protocol may be adapted based on the instant echo 

situation. Alternatively or additionally, the pulse duration may be modified to overcome noise. 

echo and/or other transmission problems. In a preferred embodiment of the invention, a few 

,0 caUbration pulses are first sent to determine a desired silence and/or pulse duration. Possibly. 

different such durations are used for the two communication directions. 

SIGNAL PROCESSING 

Inapreferred embodiment of the invention, the microphone of the smart-card (and/or 

of the computer) comprises a directional microphone, for example a stereophonic microphone 
25 or a microphone in which the frequency response is spatially non-uniform. Thus, the direction 
of a sound source can be determined if the relative ampUtudes of the constituting frequcnaes 
are known. 

In some cases one or more of the following problems may be encountered, including: echoes, 
interference, and, at higher frequencies (>10fflz ) problems of directionality and weak 

30 reception.Inaddition.manymicrophonesandspeakersbehavebadlyorinanuns^^^ 

at these frequencies. In a preferred embodiment of the mvention. the received sound signals 
are processed using known signal processing techniques, such as filtr^on. equalization and 
echo cancellation. Preferred frequency band types include a single band, a wide band spread- 
spectrum and frequency hopping bands. Preferred protocols utilize one or more of start-stop 

35 synchronization bits, and constant and/or variable length messages. Possibly the card and/or 
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the PC include logic for detennining the exact frequency used for transmission, for example to 
correct for frequency hopping or for frequency shifts caused by inaccurate manufecture of 
enviromnental effects. Error detection methods may be used, for example, CRC (preferably 32 
bit). Parity. Checksum, Blowfish, Hamming Codes, Retransmit/ BCD Codes and Gray codes. 
5 AltOTiatively or additionally, error correcting techniques can be used, especiaUy resending 
eiTor packets and correcting using redundant information in the transmission. 

Tbe protocols may be implemented at various communication layers, as defined by the 
OSI seven layer model, including both low-level layers, such as the 1st. 2nd and 3rd and 
higher-level layers, such as the 4lh, 5th, 6th and 7flj. 
10 VARIATIONS OF SIGNAL PROCESSING 

In some cases, for example if the receiver has a reduced computing capacity or if the 
sound card has a limited sampling rate, the incoming audio stream is sampled at less than 
twice the carrier frequency. However, a side effect of such sub-sampling. especially when 
there are no anti-aliasmg filters, is that there may be confiision between audible and ultrasonic 
sounds. Tbus. more complex processing may be required. In one example, synchronous 
detection or a more robust error detection method is used. Alternatively or additionally, a 
specialized waveform with muque time/spectrum characteristics is used, for example one that 
repeats itself at both 1 and 4 kHz after the down sampling. Thus, it can be better differentiated 

from the background. 
DIRECT DIGITAL PROCESSING 

In a preferred embodiment of the invention, the received signals from the acoustic 
element are amplified to TTL levels and connected directiy into one or more data lines of the 
microK^ontroller. This "data" may be treated as binary sampled input and analyzed to 
determine characteristics of the received signals, for example using Fourier analysis. Thus, a 
high acoustic frequency can be detected and/or analyzed, without requiring a separate AID. 
Preferably, the signal is amplified by various amounts, such as by several multiples of two and 
the an^jlified signal is connected in parallel to a different one of the data legs, so tiiat multi- 
level signal detection is fiicilitated. Alternatively or additionaUy, one or more data lines may 
be directly (i.e.. no D/A, but possibly with an amplifier or an isolator) coupled to a 
30 loudspeaker, to generate a "digital" acoustic ou^ut 

AUTOMATIC DATA ENTRY FROM SMART-CARD 

One aspect of some preferred embodiments of the invention relates to the metiiod of 
providing data from tiie smart-card to a vendor, via the Internet Generally, data is provided 
either as part of a URL or by posting. The credit card information, digital signatiure and/or e- 
money information may use a special field, however, this may require rewriting software at 
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Al»™*vdy or .daitfonally. 4= --ttve da-a « enoyp^l or ote^ .0*604 so « an 
MvKdroppordocsnotrecognteitasfaipoitantdata. 

"a prfe^oa embodtacu of to ta,=,«i« ,h= data ia cn»r«i. by a ao«waro on 
^scoo«>n«r»bioh revives fte input fiomftom.r,-ca,d(o.ote input device s^^^^^ 

Jinn Atenatively or additionally, tho can identify a sound iUe or data fUe 

r^tL»i,b..epa.ctba.incb.eatr3naactioninfinn^o.,ob^^ 

^„„tode«c.Al,en^lyor3ddi,ionaUy.theso*»arecan,denn«,tb.sahentSeldsu. 

,l,6display«ifonnandpreaenttbeseaeldatofhesmat-canL 

J,ncxen,U.yp.ocess.ap.geisdo-oad«ifto«.vcudor,a„a.r««sdat.«^ 

pa^e, a uaer an^entieates data and tbe data is sent ,0 tbc v».or. ^ '^^^ 
«^ Ute data to an account manager, sac. as a credit catd coo^any. for v»^c^on In 
aon,= caaes.t>»vendor,e,uea.sautbendcatio.ata..»da.a™ssa«andrcce.v«ibyb^ 
^daun^ybeentcrednt^— y.butitisp.efe,ab.ycnte,-byd«an^-d.^^^^ 

» prefcn^i en4odin«« of tbe in^ntion. tta softwa. on the c^nputer id«nffi^ -he fid^ 
Lcbcanbefflledin.id.in«.rn«tion,iont.hesn^<a.doruaingotbe,n.^o^ 
i„*.ar.A.ten«,i«.,or.dditionaHy.t.»softwareidentifiesanyficld^cKbaaa=^ 

1^ Of cn^ty space at. inserts .be t^ptirod data aud.en.ca^on ^ "> 

^ ^ field Possr^ly. the data is tagg^L Al.=.n«ive,y. the vendor an^« ve^^ 
^ ,ecog„i^,de.aa.d*even»itho«.tag^Tl«v«lor,nayana.yzethedaUandfcr™rd 

„„Wsomeofi.toth.ve,ifier.Alte.n«ively.ben,a,aa.danthedautothevenfi.r^ 

This type of sc..^ n.y be a Java applet or other do^loadablc nctwoHc software, 
i, n^y b. soft^re which is tesident on the user. con^. AHema»,^y « 
Ition-ly the sn*^ nt-y download to software to «,e conput.. pro«*n^^ 
30 ^hasord„wn.oadsfh»nthc.nten«torc«.ersourcc..boo.a.rapprog,«^ 

input recognition and progrannning. 

y^Ltively or a^iitionally to wotog a. the brows, level the software can .nsat 

aatadireCyintopacWorasextrapac^onalower c^nunication level for exan,le by 
masquerading as a TCP/IP stack. 
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TV .W, ^ » be ffllcd in may be iden^ed, fcr example by *«r n»e, by 
^ vcdo, or eve. by id«iiytag A^r «>«en. (e*. 4« addres. can b. 

recognized by lie software as ailir« an address field). 
DSEOFASMART-CARDTOAUTHENTICATEADISPLAY 

toap^fened embodimen.of«heh.ve«io..pro«don is prodded a,ams.V«-Y^^ 

See-.s-No.-Wb..-Yo»*^eo,^ viruses. Tlesevin^altermeinformatfond^U^ 

le In so as .o deceit user, m a p^fe-ed e^bodtaren. of dre invendon. a de«c. . 

assure anser^wbarbe se«on d^scree, iswba. is intended^be Shown (.g. 

Beonftmadigitalsignaturebyalrusledparty). „f,iv, 
An infbm^don ved^g device in accordance «i«, a preferred en*odnn«* ofj^ 
invention can read fl» ««ual a.- sipannc Wormadon Son. «» screen direcdy by opn^ 
.eans (e... a CCD. fbr spatial, encoded infemration of a pbo»ceU for .^nporaily e^ 
infonnlon), or, « can con.eC berwecn sc.«. PC (and decode .^e 
elecronic sig.a>s, or i. can b. a sped.. n,o^»r (connoc^d u. *e oon,u»r drsp.^ 
L preservTa speciai viewing space fcr antirentica^ da. and/or an.be.tic.tion da.. Tb» 
sign.tineprefaablyincludesfl.esaKen.deti»lsotthepn>poseddeal. 

^ additi». ti» device can ,«d encrypted infoonation by ftese same means. Tb^ 
,erl^an»ti»doftestingti>e.«.yofas,g.a»reprovid«ibyacompu»even.f^d^ 

^ a particular conrpu^. b. «» cases of a iap-op including a Video came... a us^^ 
I d.e J.P .0 directiy acuire and .es. tire displayed image. ins»ad of usmg a ^ 
aevic Alternatively or additionally .0 an si^. - "^fj^^ 
possibly being tiansmitted ultiasonically te fte device, for example b«ng a sour.! file (.^ 
:tlle, downlo^iod and sounded . par. of a ^lay- WWW A p.efe,r«» 
tap,eme«ationisasma,.carih.«.g.nopticalo,ac».stic input, asdeseribedherem. 

, USEOFSMART-CARDTOVAUDATEATRANSACnON 

Whe.doing..elec»n«cttansactionwid,.smar.Wti..usermay».k.«.wwWbe 

, reaUy agreeing te. For example - is d. pace being cbarg^ 

U .be vendor who he dain. » A sohnion in accordance wrlh a ^ 

Tbodimem of tite invention is te have d. sma,.^ (-y """^'^^ 

tiansactioni.formatio.direedytea.^soti«nse,canauti»nizeitMo.eexa^^^ 

, ^ using a tex. te speech - on *e car. in anodrer ^ampK dre cani m*^ a 

viL display te display dr. infbrmation h. one exampte a card wm announce («. exam^e 
aeousticall, „ visuaUy) aU critical aspect of d» deal for example: amoun, v^ nante. 
aate,whicbdrecardholderisre,uestedteapp,ov.Uis.otedd.a.forwirel^c.rds..^^ 
35 easiertepro«d=atex.tespeechu.i,ti^aIXDdisplayb=ca„seofdnckn.sso(*ecari 
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Alternatively or additionally, the information may be presented by a card reader device, if one 
exists. It is also noted that presenting the amount on a reader may not always be sufficient, 
unless also the vendor appropriating the money is properly identified. As suggested above, a 
user may then voice sign (add an OK and then sign using digital signature techniques) on the 
5 transaction and this signed voice agreement stored by the vendor. 

In some embodiments, the vendor may be human, rather than machine. Human vendors 
niay perform a transaction in person or over a network as well A voice authorization fiom a 
vendor may be useful, for example for the comfort of the canlholder or ifaspecialdisc^^^ 

given to the card user. 
10 VISIBLY MARKED REVOCATION OF SMART^ARD 

Many companies and/or institutions have wearable ID cards (sometimes with a picture) 
for restricting access of unauthorized people. Sometimes these cards ar. used also for 
computer access and/or for automatic doors and use smart-card and/or magnetic stnp 
technologies. When these cards get lost, these companies are often helpless against a cnmmal 
15 who wants to use this card to enter the company. In apreferred embodiment of the invention, 
the card includes a material, such as a Uquid crystal which changes its color and/or other 
optical characteristics, based on a voltage potential, and can stay at this state when the voltage 
changes or is cut-off. Possibly, the effect wears off and the card needs to be recharged. 
Possibly, the card is patterned using a special voltage pattern that is difficult to mimic without 
20 the recharging device. In a preferred embodiment of the invention, a card erases itself if xt is 
not interrogated for a certain amount of time or if it is notified that it is invalidated (e.g., when 
it enters the company grounds after being lost). 

Alternatively or additionally to the color changmg. patterns of the colors change, 
possibly in a way which is imperceptible to a human and possibly in a way whidi is 
25 perceptible, for example to indicate the word "stolea". Alternatively or additionally, as 
described above, a card reader can tell the card it is revoked. Urns, a thief will be apprehended 
with a card that is marked "stolen". In some embodiments of the invention, the card will 
change color only after a short time, so the thief puts it back into his pocket, unknowmgly. 
after he perfomis a transaction during which the card is revoked. Alternatively or additionally, 
30 the color changing material, an activation of a change in the color or a Wed" stamp may 
be applied by the card reader. THese niaridng methods may also be appUed to regular magnetic 
cards and not only to smart-cards. In a preferred embodiment of the invention, the maricmg of 
a card as invalid draws a minimum or no current, so that the card will remain mariced as 

invalid. Alternatively or additionally, the maridng may be tied to the operation of the card. 
35 Thus.oncethereisnotenoughpowertosustainthemarking,thecardceasesoperation. 
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In a preferred embodiment of the invention, the patterned area is on both sides of the 
card (being controlled separately or as a unit). Alternatively, it is only on one side of the card. 
Although the patterned area may be small, it may, in some embodiments cover over 10%, 
20%, 40% or 60% of the card surface. In some embodiments of the invention, the functionality 

5 of the pattemed area may be provided by a multi-purpose display which can lock into a mode 
where it displays an indication, such as "stolen" and cannot be taken out of the mode except by 
a special coded command or by using a special unlocking device. Alternatively or additionally 
to visual display, the card may emit an audio mdication, such as a hum, a beep or a speech 
segment, whra the card is revoked or stolen. This indication may be presented continuously or 

10 it may be presented only when the card is in use. In visual display cards, the pattern changing 
may be ^plied only when the card is in use, for example so the thief is not aware of the 
problem. 

PERSONALIZATION OF INTERACTION USING SMART-CARD 

The smart-card can store various types of personal information on it. hi particular, this 
15 inforaiation may be used to control an associated computer. In one example, the computer is 
driven to display a cCTtain Internet page, responsive to the presence of the smart-card and/or 
user irq>ut to the smart-card. These applications ^ply also to non-acoustic conmiunication 
methods and even contact communication methods. However, acoustic communication has the 
benefit of not requiring dedicated hardware. 
20 In a preferred embodiment of the invmtion, the card provides immediate access to 

catain web pages: when pointed to the computer, possibly with a click of a button or other 
control on the card, die card gives unmediate access to a desired portal or trading site thus 
brings easy access, and customer loyalty. Possibly, the desired portal can be selected by 
manipulatmg the card itself, for exanq)le pressing a button thereon. In a preferred embodiment 
25 of the invention, determination of movement of the card is used, in interaction with the 
computer display, to aDow a card user to make a selection. In one example, moving die card 
selects between different menu it^ns on a display. 

Alternatively, the card causes the display of a mail page or a personalized bank 
account, billing and/or shopping page. The identifying, password and/or personal information 
30 stored on the card may be used to select the page (or non-browser program), configure it 
and/or display it 

In another example, banners, deals offers and/or other advertising material presented to 
the user are selected and/or modified using the smart-card. In one embodiment, a software 
executing on the conqputer, possibly a JAVA applet downloaded with the page or a stand alone 
35 software, receives the information from the card and transmits it to the advertisement provider. 
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The software may encrypt the data, to guarantee that only authorized or paying customers 
receive it or to protect the idmtity of the card holder. 
ASSOCIATION OF mFORMAHON WITH A SMART-CARD 

As indicated above, m various preferred embodiments of the invention, the card can 
5 store user information on it Some of the information can be mandatory and some optional. 
The information may include credit card details, credit limit, biometrics information, age, sex, 
occupation, hobbies, buying patterns, purchasing habits, and personahty characteristics. 
Possibly, some of the information may be modified by Ihe user. Alternatively or additionally, 
some of the information cannot be modified once written, at least not by the user. Some of this 
10 information can be sold or otherwise disseminated, preferably under privacy considerations, 
for example to merchants that fear frauds, and/or buyers or sellers in auctions. Possibly, such 
information is provided encrypted such that only a special provider can decrypt it, for example 
if fraud is attempted (e.g., during purchase or during the warranty period) or to facihtate recalls 
of damaged merchandise. 
15 The infonnation can be used to personalize the navigation of a user on the Internet and 

add specially made banners. Special posonalized discounts/coi^ons can be offoed according 
to this infonnation specific to the user holdmg the card. Alternatively or additionally, this 
information is used to personalize, bill and/or authorize the purchasing of services, such as 
usage of software at a server computer and/or other types of network-based computing. 
20 In one embodiment of the invention, a consumer mformation authority exists, that 

provides certain consumer information (such as age, credit limit, money spent, on which 
product categories, etc.) and guarantees its validity. This information resides on the card, and 
can be encrypted and signed, and can be sold to companies for discount to the user and/or for 
payment for the authority. The authority can also allow companies to save specific information 
25 on the card on a separate storage space, and can give different layers of service. The discount 
for the user can be in the form of micro-payments or other kinds of digital money, stored on 
the card, and being accumulated and being cashed, possibly at the authority web site. 

In some embodiments, dissonination of infonnation (stored on the card or off of it) 
requires an authorization by the card holder, for example in response to an e-mail from the 
30 authority or at the authority web site. In some cases, the user will initiate the transaction, for 
converting information into purchasing power. Thus, in contrast to standard smart wallets 
which store money or money equivalents, a user of a card of some preferred embodiments of 
the mvention stores salable information on the card. In some cases, the stored information is 
other than that related to personal purchasing habits. For example, a card may include 
35 information retrieved from various WWW sites or exchanged with other card holders, for 
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example identities and other personal information of persons at business meetings or parties. 

Alternatively or additionally, the card can be used to track the browsing of a user at a 
corq)etitor's (or the one who purchases the browsing information) site. The card can be used 
to track the browsii^, for example by tracking purchases. Alternatively or additionally, the 
card may be used to authorize the authority to sell the information to the competitor. 

Alternatively or additionally, in an on-line auction, tiie authority can provide or sell the 
card-holder's information, such as his IP address, e-mail address or his dependability (m 
previous actions and/or auctions). Thus, an auction house or an individual can rank the offers it 
receives based on the placers behavior at other auctions and/or purchase situations. 
Altematively or additionally, the card-holder can auction out his information regarding 
purchases or WWW browsing behavior, to the various competitors. 

Another type of information which can be stored in association with the card is account 
information. In a preferred embodiment of the invention, when a user interacts with a banner, 
reads commercials, reads advertising or "spam" mail from certain vendor(s) or participates in 
other types of e-exposure, the user receives a cotain amount of points (or money) which are 
stored dirwtly on the card. The user can then use these "points" to gain access to certain Web- 
pages/ information that is not accessed without these points. One type of transmitting the 
points is via a coupon attached to a spam-mail message. This "coupon" may be a coded text 
string. Altematively, a sound file or an image pattern (spatial and/or temporal) may be used, 
which pattern or file can be read directly by the card from the computer, as it is displayed. 
USE OF A SMART-CARD FOR TRANSFER OF VALUABLES 

In a preferred embodiment of the invention, a smart-card having direct access to the 
Internet, for example as described herein, but also possibly using an RF transducer system, is 
used to facilitate the transfer of money and/or other valuables (such as movie tickets, baseball 
tickets and discount coigns) over the Intern^ or other electronic conununication means. 
These valuables can be transmitted, for example, as sound or text files using various available 
means, such as email, browsing, messaging services such as ICQ and "mstant messenger"*. 
Whoi the smart-card is then used to redeem the valuable, the redeeming computer does not 
need an Internet connection. Further, in some embodiments described herein the point-of-sale 
redeeming device does not need a reader. Rather, a microphone is enough. In some devices, 
the RF 60m a computer speaker can be used to transmit information to a RF smart-card. A 
microphone may be used to detect modulations of RF amplitude bom the card, 
USE OF A SMART^ARD IN A MULTI-VENDOR SITUATION 

A particular implanentation of a smart-card is in a mall shopping situation. In some 
cases, the card is constantly receiving probes from various nearby sources, for example 
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„«*y *„p is offenng . dUcum. In o«. example, . (" -P^™*" ^-^J 

.^ssion newo* urgeUd offers U. e»l hoUe-s. P«sib.y, tte —.on .s 

la-grted ami card itself selects which offers to di^lay. In some embodiments, the cari 
is embodied tmng a nser p«.vided smarts having mainly inftnnadoo and a maU-pnmded 
reader that receives the .na>smissiom and/or displays the offers. Possibly, a aser can use hs 
card to interac wid, the mall oeRvork, fcr =tample to analyze o»,s or to pUy award-gnnng 
^ The mdl-wid. netwodc is prefaably embodied using existing wiring, tor example 
^ aconstic encoding over the »».nncem«U system. Addido^dly, by traddrrg the location 
of aparticular aser, a maU-wide system can make an offer to a ctislome, when he is deemed to 
be near a certain sB-re. Ahcmativdy or additionally, if a user has entered a store, recerved a 
<,.«e or otherwise shown interest in aproduct and is d« abo,« B. leave, the «o,e compnter 
can send him an offer or a discomtt A discount may also be offfered if a card holder is seen to 

be window shopping - moving slowly right next to .he store and/or exhibiting changes m 

walking patterns near the store. 

A smart-card may be the mitiator of the commercial interactior. Thus, the smart card 
can advertise what items the card holder is ir^terestedinbuyingar^d/or what p^^^ 

to pay. any store wUling to match those tern, can respond. Alternatively, the store computers 
n^ysendaprobetoanearby smart cardto see whatthecardowner is interestedinp^^^ 

m some embodiments of the invention, the transaction may be completed with the 
card without the card user ever entering a store, for example using a mall-wide speaker 

''^Manothersituation.atradeshow.acardcanbeusedto^^^ 

people, for example registering and exchanging business c^ or catalog informatron, to 
display personalized commerdals on the card or on a nearby screen or sp^^ 
Mormthecardholderaboutnearby booths. Tlieinformationon the card ^d/or^ 

information can then be downloaded to aPC and stored thereon. 

Alternatively or additionally, such a smart-card ,„ay be used as a local pager at such a 
store or exhibition, especially if ceUular communication is blanked out at the location. 
, Alternatively or additionally, the card may be used to provide an indication that a user has 
incoming mail. Alternatively or additionally, the smart-card may perform cal^idar functio.^ 
such as reminding about meetings. lUe preprogrammed calendar information can be received 
from a PC using a scheduler program such as NficiDSoft Outlook or Sun's Star-Office. 
USE OF SMARTS ARD FOR PERSONAL COMMUNICATION 
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In a preferred embodiment of the invention, the smart-card is used as a pager. In one 
embodiment, computers in an office can locate a smart-card by local interrogation and then a 
message may be broadcast to a nearby telephone or intercom or using a nearby computer's 
loudspeaker. Alternatively or additionally, a visual message may be displayed on a computer 
screen (which is knovm to be at a location at which the ID smart-card is located) to notify a 
user of the computer that the user (or somebody in the room) is being paged. In another 
embodiment, a computer may be used to transmit information to the smart-card which wiU 
itself generate an alert to the user, for example by vibrating (e.g.. by electnfymg the 
piezoelectric fihn). by making a sound or by displaying a text and/or graphic message. In 
another embodiment, a telephone network, optionally a digital network, is used to generate 
and/or receive ultrasonic signals which can be used to communicate with a smart-card. A 
narrow bandwidth system, for example an analog system may be used if audible sounds are 
used. 

In a preferred embodiment of the invention, a smart-card configuration emulates a 
wireless telephone system of a type that uses handsets that communicate with base stations. 
The computers serve as base stations and the smart-cards serve as headsets. In a preferred 
embodhnent of the invention, the smart-card includes a microphone array so that the card can 
detect the mouth location and focus the reception on the speaker, as known m 4e art of 
nricrophone arrays. Alternatively, dedicated headsets (or handsets) may be provided. In a 
preferred embodiment of the invention, an office telephone or computer network can serve as a 
local ceUular network for communication, by keeping track which base-statrons are m 
communication with which handsets and by providing the abiUty for a base staUon to locate 
handsets (for example as described herein) and for a handset to change base stations. 
WIRELESS INPUT FOR SMART-CARD 

In a preferred embodiment of the invention, the smart includes means for receivmg 
non-acoustic input The means may be mounted on the smart-card, for example a bar-code 
reader as described with reference to Fig. 3E or it may be a separate input device fliat 
communicates with the smart-card. A sinq,lest example is a wireless bar-code reader that reads 
bar codes and transmits them acoustically to the smart-card, preferably using methods as 
3 described herein. Alternatively, the bar-code reading capability is embod^^ 

so that a multifimction device is provided. Alternatively, a miniature device, such a rmg, is 
manufactured, for convenience or a user. Such a device may be usefiil during purchasmg 
(described herein), to allow a user to review large and/or personalized mformation regarding a 
product Anofter example is a magnetic strip reader which transmits read magnetic stnps to a 
,5 smart-card. through the smart-card to a computer, or directly to a computer, hi the case of a 
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magnetic strip reader, a single magnetic sensor (or line sensor) on the smart-card or on the 
input device may be sufficient, with the computer processing the detected signals to correct for 
non-constant motion of the sensor over the magnetic material. 

In one exemplary use. when the smart-card reads a tag. such as a make of a device, an 
associated computer switches to a WWW page (possibly remotely provided) which displays 
details associated with the read information and/or with suitable promotional material. The 
conq,uter may be a handheld computer or PDA. Alternatively, the computer is a standing or 
store-provided computer. Alternatively, the computer is on another side of a telephone line, 
and acoustic signals are transmitted over the telephone line to the computer, to cause certain 
speech to be transmitted back. Alternatively or additionally, such tags may be used for 
technical support (e.g.. each home device or component has such a code and there is a help file 
or scripts associated with the code). Alternatively or additionally, such tags may be used for 
customer relations, for example to provide information to an interested user. In some types of 
products, the computer and/or the tag reader can control the product using information read for 
the tag. An exemplary situation is a computer device, on which a tag reader or a same or 
second computer can execute a diagnostic program responsive to the read tag. 

Anexemplary input device consists of an acoustical transmitter, a tag-reading element, 
and some control logic. The type of tag reading element used dq,ends on the type of tag. for 
example, if it is optical or magnetic. The tag itself may include bar codes, other optical coding 
or even text In a magnetic example, the tag may comprise magnetic ink. Preferably, but not 
essentially, the tags are of a type that can be printed using standard printers and/or inks. Thus, 
tags can be printed aU over a book, magazine or other printed products. Alternatively or 
additionally. RF transponder tags as known in the art may be used. In some embodiments, the 
read information is deciphered by the smart-card. In other embodiments, partially or 
completely mianalyzed information is transmitted by the card to the computer for analysis. 

Although an acoustic transmission of the tag information is preferred especially using 
the same transponders as used by the smart-cani for other uses described herein. RF 
transxaission may also be practiced. 

Alternatively or additionally, the smart-card may utilize its acoustic transponders to 
determine the relative position (one- two- or three- dimensions and/or orientations) and/or 
distance of an input device. Exemplary input devices include passive sound sources, such as a 
metal object which makes a sound when striking a surface, piezoelectric materials which 
generate an acoustic wave when activated by RF radiation and active sources, such as a battery 
powered device, which sends an acoustic signal when pressure is appUed to it. These devices 
5 may be handheld or they may be worn on a finger as a ring or a thimble. 
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In an exemplaiy use. such an input device niay be used to control a smart-caxd or enter 
infonnation thereto using gestures or by t^ing on a virtual keyboard space. In another 
exemplary use, by providing acoustic devices on a pluraHty of fingers, some ASL (Amencan 
Sign Language) gestures can be inputted into the smart-card. In a preferred embodiment of the 
5 invention,thesmart-cardlearnsbrcanbepe.«,nalizedtorecognizeause^ 

and/or gesture patterns, as gesticulation is usually less uniform among users than handwntmg, 
which is taught in standardized schools using standardized texts. 
USE OF CARD FOR ARCADE GAMES 

In another example of the use of smart^ards, an acoustic smart-caid is used to operate 
10 arcade games. Such a card may utiUze the speaker and/or microphone of the game. In a 
preferred embodiment of the invention, the card includes information about the user, for 
example for billing. Alternatively or additionally, the infonnation may include gammg 
infonnation. for example how far in the game the player is or the player's level, so the arcade 
game can be suitably configured. 
15 VARIATION OF SMART-CARD FORM 

In some prefened embodiments of the invention, the smart-card fimctionaUty described 
hereinis embodied in afonn other than that of acredit card, for example as akey-fob. aring, a 
watch or a pen. It should be appreciated that as the card is not required to be inserted mto a 

reader, many different fonns, with a same smart-card functionality, can be implemented. 

20 Alternatively or additionally, the card may have a removable casing, so that the card 

can be decorated using bright plastic pieces. Alternatively or additionally, sheet stickers may 
be provided for sticking on the card for enhancing its aesthetic appeal. Possibly, the added 
components are active components, such as LCDs or LEDs. which can be powered by the 
card. Preferably, the added components are made so ftey do not interfere with data and/or 

25 signal input into the card or output fiom the card Alternatively or additionaUy, the add^ 

components add fimctionality or range to the card, such as by providing a more sensitive 
antenna, a larger battery or a power input 
EMULATION OF A SMART-CARD 

As many electronic devices include a speaker and/or a microphone, an acoustic smart- 
30 card may communicate with any such device that has suitable software. Due to the dec^ 
size of electronics, in some cases, a smart^ard may be emulated using a PDA or other 
electronic means (or vice-versa), with regard to both size and fimctionality. Additionally or 
alternatively, such smart-card fimctionaUty may be exhibited by a ceUular telephone or a 
laptop computer. A benefit of a laptop computer and of a PDA is their convenient user- 
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interfece. A benefit of a ceUular telephone is the possibUity of real-time and/or off-line 
communication wi& a central location. 

An advantage of dedicated smart-card devices Cm any physical form), as opposed to 
multi-function devices that emulate smart cards, is that dedicated smart cards require less 
drcuitiy than general purpose devices (such as PDAs) and, paradoxically, they are simpler to 
use as they have fewer fonctions. This simplicity of use may be enhanced by the avaUabiHty of 
a limited variety of diq)lay and input options. 

Although the present disclosure has focused on acoustic smart-cards, many of the 
features described herein may be appUed to non-acoustic contact or contact-less smart-cards or 
to credit cards and/or portable electtonic devices, in accordance with preferred embodiments of 
die invendoiL 

This patent application describes different appUcations and usage ideas, beneficial to 
the user, portal and/or vendor, and which optionally utilize novel business models as described 
herein. Although mainly methods are described, the present invention is also directed towards 
software for performing these methods and computers programmed with such software. In 
addition, a pluraHty of feahires are described. Different embodiments of the invention may 
utilize different selections of these features and the foUowing description is not meant to limit 
the groupings of features but, rather, to ilhistrate certain preferred groupings. 

The present invention has been described in tarns of preferred, non-limiting 
embodiments thereof. It should be understood that features described with respect to one 
embodiment may be used with other embodiments and that not all embodiments of the 
invention have all of the features shown in a particular figure. In particular, the scope of the 
clahned invention is not limited by the preferred embodiments but by the foUowing claims. In 
some embodiments only methods have been described, the scope of some embodiments of the 
invention is intended to encompass also hardware and/or software implementations of these 
mefliods. Section titles, where they appear, are not to be construed in limiting subject matter 
described therein, rather section titles are meant only as an aid in browsing this specification. 
When used in die following claims, the terms "comprises", "comprising", "inchides", 
"including" or the like mean "including but not limited to". 
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CLAIMS 

1. A smart card comprising: 

5 a memory for storing information; 

at least one transmitting or receiving antenna; and 

a low frequency circuit, for handling information associated with said antenna and said 
memory, which information is modulated at a modulation frequency of between 5 kHz and 
lOOkHz, 

10 

2. A smart card according to claim 1, wherem said at least one antemia comprises an 
individual transmission antenna. 

3. A smart card accordmg to claim 1 . wherein said at least one antemia comprises an 
1 5 individual reception antenna. 

4. A smart card according to claim 1, wherein sdd at least one antemia comprises a 
combined antenna for both reception and transmission. 

20 5. A smart card according to claim 1. wherein said at least one antemia comprises an array 
antenna. 

6. A smart card accordmg to clahnl, wherein said at least one antemia comprises an 
acoustic antenna. 

25 

7. A smart card according to claim 1. wherein said at least one antenna comprises an RF 
antenna. 

8. A smart card according to claim 1, comprising a processor for processing said 
30 information. 

9. A smart card according to claim 8, wherein said processor generates a response to an 
interrogation of said smart card. 

35 10. A smart card according to claim 8, wherem said memory comprises a long-term 
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memory. 

11. A smart card according to claim 8, wherein said memory comprises a temporary 
memory for said processor. 

5 

12. A smart card according to any of claims 1-11, wherein said modulation frequency is 
less than 80 kHz. 

13. A smart card according to any ofclaims 1-11, wherein said m^^^^ 
10 less than 60 kHz. 

14. A smart card according to any of claims 1-11, wherein said modulation frequency is 
less than 50 kHz. 

15 15. A smart card according to any of claims Ml, wherein said modulation frequency is 
less than 40 kHz. 

16. A smart card according to any of claims Ml. wherem said modulation frequency is 
less than 30 kHz. 

20 

17. A smart card according to any of claims Ml, wherein said modulation frequency is 
less than 25 kHz. 

18. A smart card according to any of claims 1-11, wherein said modulation frequency is 
25 less tiian 21 IdSz. 

19. A smart card according to any of claims 1-11. whaein said modulation frequency is 
ova 10 kHz. 

30 20. A smart card according to any of claims 1-11, wherein said modulation frequency is 
over 14 kHz. 

21. A smart card according to any of claims 1-11, wherein said modulation frequency is 
over 16 kHz. 
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22. A smart card according to any of claims Ml, wherein said modulation frequency is 
over 17 kHz. 

5 23. A smart card according to any of claims Ml, wherein said at least one antemia 
comprises a piezoelectric antenna. 

24. A smart caid accoiding to any of claims 1-11. comprising a high-fiequency circuit for 
modulating information at higher than 200 kHz. 

10 ... 

25. A smart card according to any of claims 1-11, comprising a high-ftequency circmt for 

modulating niformation at highar than 1 MHz. 

26. A smart card according to claim 24. wherein said high frequency modulated 
15 information is transmitted using an RF circuit 

27. A smart card according to claim 24. wherein said high frequency modulated 
information is received using an RF circuit. 

20 28. A smart card according to any of claims 1-11. wherein said smart card implements a 
two-way conmiunicadon protocol. 

29. A smart card according to claim 28, wherein said protocol comprises an error 
correction protocol 

25 

30. A method of interfecing a smart-card and an electronic device, comprising: 

providing a smart card; 

providing an electronic device including at least one standard component, which 
component is not designed for digital communication; and 
30 driving said standard component to transmit or receive a digitally encoded signal 

betweai said electronic device and said smart card. 

31. A method according to claim 30, wherein said standard component comprises a 
speaker. 
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32. A method accoiding to claim 30, wherein said signal comprises a low frequency RF 
signal. 

5 33. A method according to claim 30. wherein said signal comprises a low frequency 
ultrasonic signal. 

34. A method according to claim 30, wherein said electronic device comprises a computer. 

10 35. A method according to claim 34. wherein said computer forwards said signal to a 
computer pCTipheral coupled to said computer. 

36. A method according to any of claims 30-35. wherein said smart card and said computer 
have a two-way digital link. 

15 

37. A method according to any of claims 30-35, wherein said smart card and said computer 
have a one-way link. 

38. A smart-card interfecing system, comprising: 

20 a personal computer, comprismg a memory and a sound system; 

an acoustic smart card; and 

an interaction software in said memory whidi drives said personal computer to 
communicate with said smart card at a frequency higher than 1 0 kHz. 

25 39. A system according to claim 38, wherein said communication is one-way. 

40. A system according to claim 38. wherein said communication is two-way. 

41. A system according to claim 38, comprising a connection to the Internet 

30 

42. A system according to claim 41. wherein said computer comprises a network software 
for downloading said interaction software from said Intemet. 

43. A system according to any of claims 38-42, wherein said mteraction software retrieves 
35 iirformation from said smart card and inserts said infomiation in at least one field of a WWW 
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44 A system according to m of claims 38-42. wherein said interaction software retrieves 
information from said smart caid and controls a browser on said computer to show a particular 

5 WWW page responsive to said information. 

45. A smart card comprising: 
a memory; 

a text-to speech converter, for converting text from said memory into speech sounds; 

10 and 

an 

memory. 



external communication link for communicating information to or from said 



46. A smart 
15 standards. 



card according to claim 45, wherein the smart card meets EMV form 



47 A smart card according to claim 45. wherein said communication link comprises an 
acoustic communication link and wherein said speech sounds are outputted using said acoustic 
link. 

20 , ■ ■ 

48. A smart card according to any of claims 45-47. comprising circuitry for receivmg 

indications over said link and converting said indications into text 

49. A smart card according to any of claims 45^7, comprising a speech recognition 
25 circuit, for entering information into said smart card. 

50. A smart card comprising: 
a memory, 

a speech input circuit, for entering information into said memory, and 
30 an external communication Unk for communicating information to or from said 

memory. 

51. A smart card according to claim 50, wherein said communication link comprises an 
acoustic communication link and wherein said speech somids are inputted using said acoustic 

35 link. 
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52. A smart card comprisiiig: 
a memory; 

an external commimication link for communicating information to or from said 
5 memory; and 

a biometric data acquisition circuit, for acquiring biometric data, wherein said circuit 
shares an mpvA transduce with said communication link. 

53. A smart card according to chiim 52. wherein said communication link comprises an 
10 acoustic communication link. 

54. A smart card according to claim 52, wherein said biometric data acquisition circuit 
comprises a voice input circuit 

15 55. A smart card according to claim 52. wherein said biometric data acquisition circuit 
comprises a motion detramination circuit 

56. A smart card according to claim 55. wherein said biometric data comprises motion of 
die smart card in the form of a gesture. 

57. A smart card according to claim 55. wherein said biometric data comprises motton of 
die smart card in the fonm of handwriting. 

58. A smart acrd according to any of claims 52-57. comprising a processor for evaluating 
25 said biometric data against a sample of biometric data. 

59. A smart card according to claim 58. wherein said biometric data is stored in said 
memory. 

30 60. A smart acrd according to any of claims 52-57, wherein said acquired biometric data is 
stored in said memory. 

61 . A method of biometric authentication, comprising: 
moving a smart card by aperson; 
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detecting said motion usmg at least a dicdt on said card; an^ 
analyzing said motion to obtain a biometric signature of said person. 

62 A method according to claim 61 . wherein detecting said motion comprises: 
detecting said motion using an inertial motion detector in said card. 

63 Amethodaccordingtoclaim61.whereindetectingsaidmotioncomprises: 
detecting said motion using an acoustic distance measurement, which m^ 



acoustic transponder of said card. 
64. A method according to any of claims 61^3. wherein said motion comprises a writing 



uses an 

10 



motion. 

65 A smart card comprisbg: 

am,y of pre^ d^ttcton, for de^r^g sp^ial pori*.,. »f pr^ 

said array; 

a memory; and 

an ^ communic-io. « for »nsou«ing iBfcnnation ftom «id »d respomiv. 
,0 Womuaion in sad memory >»d said detected pressure dimges. 

66. A smart eard aoeo,di.g.oc>3im 65, wherein said array de«cu. com 

detector. 

67. A smart card according U. Claim 65, vrtrerein said array detector comprise, an ^ 
25 individually electrified piezoelectric elements. 

68. A method of powering a smart card, comprising: 
transmitting ultrasonic waves to a smart card; 
receiving said waves by the smart card; 

30 converting said waves by said smart card into energy; and 

utihzing said energy by said smart card, for powering processing of data. 
69. A metiiod acquiring to claim 68. wher^ said waves encode said data. 
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J- * I fin nr claim 69 wherein transmitting compnses 

70. A method according to claun 68 or ciaun o;^, wnwcm u 

transmitting from a conq>uter speaker. 

71 . A method of powering a smart card, comprising: 
5 transmitting light waves to a smart card; 

receiving said waves by tiie smart card; 

converting said waves by said smart card into energy; and 

utilizing said energy by said smart card, for powering the processing of data, 

wherein said vraves encode said data. 

72. A method according to clahn 71. comprising transmitting a re^^ 
fiom said card using an ultrasonic link on said smart card. 

73. A method according to claim 71. comprising transmitting a re^^^ 
15 fiom said card using an IR link on said smart card. 

74. A method according to any of claims 68-69 or 71-73. wherein said transmittmg is 
timed to synchronize with said processing. 

20 75. Amethodaccordingtoanyofclaims68-69or71-73.whereinsaidtransnu 
synchronized witii said processing. 

76 A method of interaction between a card and a computer, comprising: 

i^g said card into a drive for removable media other than said card of said 

25 computer, and 

transmitting information between said card and said drive. 

77. A method according to claim 76, wherein said drive comprises a diskette drive. 
30 78. Amethodaccordingtoclaim76.whereinsaiddrivecomprisesanopticaldiskM^^^ 

79. Amefliodaccordingtoanyofclaims76-78.compri^gtransmittingpow^ 
computer to said smart caxd using a said drive. 



61 



PCT/IL99/00525 

WO 00/21020 

80. A method ofcharging a smart ami, comprising: 

receiving by said smart card of ambient RF radiation; 

convcrtingsaidrecdvedradiationintostoredenergy.and 

storing said energy by said smart card for later powering the oper^^^ 

5 card. 

emitted radiation from a ceUular telephone. 

10 82. A smart card comprising: 
an inertial power source; 
a memory; and 

an external communication link power^ by said inertial source to transmit or receive 
information for said memory. 

sUOTgebattaywMAisKChaTBedbysmdineitWpwersource. 

84. A smart card comprising: 
20 a mechanical force transducer power source; 

a memory; and . 
an external communication link powered by said power «,urce to transmit or receive 

information for said memory, 
said power source. 

86. A smart card according to clahn 84 or claim 85. wherein said mecha^^ 
ttansducer converts flexing of said card into electrical energy. 

87. A smart card according to claim 84 or claim 85. wherein said mechanical forc^ 
transducer converts friction against said card into electrical energy. 



88. An 



optical smart cani having a form of a rectangular credit card and comprising: 
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an optical data input circuit; 
a wireless output link; and 

a memory for storing information fix)m said input and ou^ 
5 89. A smart card according to claim 88, wherein said optical input is a scalar input 

90, A smart card according to claim 88, wherein said optical input is a one-dimensional 
input 

10 91. A smart card accoiding to claim 88. wherein said opticd input is a tw^^ 
input 

92. A smart card according to any of claims 88-91, comprising an optical power input 
circuit, which converts ambient Ught into stored energy. 



15 



93 . A smart card according to claim 92, wherein said optical power input and said optical 
data input share acommon optical sensor. 

94. A smart card according to any of claims 88-91 ; >^erdn said output link is an acoustic 
20 link. 

95. A smart card according to any of claims 88-91. wherdn said output link is an IR link. 

96. A smart card according to any of claims 88-91 . wherein said output link is an RF link. 

25 

97. A two part smart card, conqjrising: 

a first separable part including at least a memory portion of the smart card; and 
a second separable part comprising at least a holding element for holding said first part 
and an electronic circuit associated with an operation of said first part. 

98. A smart card according to chum 97. wherein said electronic circuit comprises a power 



30 



source. 



99. A smart card according to claim 98, wherein said power source comprises a receiver 
35 for transmitted power. 
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100. A smart caid according to claim 98, wherein said power source comprises a battery. 

101. A smart card according to claim 97, wherein said electronic circuit comprises an 
S amplifier. 

102. A smart card according to claim 97, wherein said electronic circuit comprises an 
antenna. 

10 103. A smart card according to any of claims 97-102, wherein said first part is an 
indq)endently operable smart card. 

104. A smart card according to any of claims 97-102, wherein said first part requires said 
electrical circuit to opraate. 

IS 

105. A smart card comprising: 

a medium range communication Hnk having a range of over 0.5 meters and suitable for 

communication with a computer; 
aq>eaker; and 

20 circuitry for presenting information firom said link over said speaker as speech. 

106. A smart card according to claim 105, conq)rising pager circuitry. 

107. A smart card according to claim 105, comprising telephone handset circuitry. 

25 

108. A smart card according to claim 105, comprising acoustic help-file viewing circuitry. 

109. A smart card according to any of chiims 105-108, wherein said link comprises an 
acoustic link. 

30 

1 10. A smart card according to claim 109, wherein said speaker forms a part of said acoustic 
link. 

111. A smart card according to claim 109, wherein said acoustic link is operative to use 

35 office equq)ment as a base station fiom receiving said information. 
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112. A smart card according to claim 111, wherein said office equipment comprises 
computers with sound systems designed for music. 

113. A smart card according to claim 111, wherein said office equipment comprises 
telephone and wherein said card communicates using a speaker of said telephones. 

114. A device for extracting digitally signed infonnation, comprising: 

an input for receiving digitaUy signed information presented visually or acoustically by 
a conq)uter separate fiom said device; 

a processor that is part of said device for verifying said information using said 

signature; and 
at 



: display on the device for presenting an indication responsive to said verification. 



115. A device accordmg to claim 114, wherein said input comprises at least one photocell 
adapted for readmg off the computer' s screen. 

116. A device according to claim 114. wherein said input comprises an electromagnetic 
coupler for reading signals passing on a display cable of the computer. 

117. A device according to claim 1 14. wherein said iiq)ut comprises a pass-through plug for 
reading signals passing on a display cable of the computer. 

118. A device according to claim 114, wherein saidiiq)ut comprises at least one microphone 
adi^ted for recdlvmg an acoustic signal from a computer. 

119. A device according to any of claims 114-118, wherdn said device display comprises an 
acoustic display. 

120. A device according to any of claims 1 14-1 1 8, wherein said device display comprises a 
visual display. 

121. A device according to any of claims 114-118, wherein said displayed indication 
comprises a vCTification of the authenticity of the information. 
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122. A device according to any of claims 114-118. wherein said displayed indication 
con^iises at least portion of said information. 

5 123. A device according to claim 114 or claim 118. wherein said device has a rectangular 
form of a oedit card. 

1 24. A smart card comprising: 

a commmiication link with a computer, 
10 an authentication circuit for authenticating a transaction; and 

a display that displays pertinent information regarding die transaction, retrieved via 
said link fiom said computer, prior to authentication of said transaction by the smart card. 

125. A smart card according to claim 124, wherein said display comprises a visual display. 

15 

126. A smart card according to claim 124. wherein said display comprises an acoustic 
display. 

127. A smart card according to any of claims 124-126, wherein said pertinent information 
20 comprises an identification of a vendor with whom the transaction is being made. 

128. A smart card according to any of claims 124-126, wherein said pertinent information 
comprises an identification of goods being the subject of the ttansaction. 

25 129. A smart card according to any of claims 124-126, comprising a memory for storing a 
record of acceptance of said ttansaction by a user of said smart card. 

130. A pattern changing smart card, conqmsing: 
amanoiy; 

30 a communication Hnk for transmitting or receiving information fiom said memory, and 

a controllable pattem display having at least two states, a first state mdicating that the 
smart card is vaUd and a second state indicating tiie smart card is mvahd. 

13 1. A smart card according to claim 1 30, wherein at least said second state does not draw 
35 currrat 
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132. A smart card according to claim 130, wherein said smart card locks in said second 
state. 

5 133. A smart card according to claim 130, wherein said pattern display changes to said 
second state ovct time unless otherwise activated. 

134. A smart card according to claim 130, comprising circuitry for switching states of said 
pattern di^lay to said second state. 

10 

135. A smart card according to claim 134. wherdn said circuitry comprises a delay circuit 
for delaying said changing for a period of time. 

136. A smart card according to claim 134, comprising circuitry for receiving a command 
IS over said liidc to switch states. 

137. A smart card according to clahn 136, wherein said command is verified using a digital 
signing or encryption. 

20 138. A smart card according to any of claims 130-136, wherein said invafid-indicating 
pattern in said second state is perceptible by a human viewer. 
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